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TERMS OF REFERENCE - PART |
GENERAL OVERVIEW

1. INTRODUCTION AND BACKGROUND

1.1 Background

The Republic of Moldova is undertaking a comprehensive modernization of its electricity
distribution infrastructure through the implementation of smart metering systems through the
"Accelerating a Just Energy Transition in the Republic of Moldova" UNDP project support. This
initiative aims to enhance operational efficiency, improve billing accuracy, enable real-time
monitoring of energy consumption, and support the country's digital transformation agenda in the
energy sector.

ICS Premier Energy Distribution SA, operating as the Distribution System Operator (DSO) in the
Central and South regions of Moldova, manages approximately 947,735 meters with an annual
growth rate of up to 10,000 units. The organization requires a modern, integrated solution to
manage its expanding smart meter infrastructure and process the vast volumes of data generated
by these devices.

1.2 Contract context

This project is funded by UNDP and aims to implement a comprehensive Advanced Metering
Infrastructure (AMI) solution comprising:

Requirement General description Verification method

Evidence required at Offer
"A robust Head End System (HES) for real- |evaluation stage :

time communication and data collection” Technical datasheets,
architecture documents

HES Capability

Evidence required at Offer
evaluation stage :

Product specifications, feature
matrix

Evidence required at Offer
evaluation stage : Integration
ADMS "Full integration with the existing Advanced |architecture;

Integration Distribution Management System (ADMS)"

"A comprehensive Meter Data Management
System (MDMS) for data storage, validation,
analysis, and reporting"

MDMS
Capability

Acceptance (handover):
Integration testing

Evidence required at Offer

"Interoperability with third-party systems, evaluation stage : API
Interoperability jowned and operated by Beneficiary, through |documentation;
standardized interfaces" Acceptance (handover): Interface
testing

Evidence required at Offer
"Must accommodate both existing operationalievaluation stage

meters and future deployments" Scalability design documents,
reference implementations
The solution must accommodate both existing operational meters and future deployments,
ensuring scalability and flexibility to meet growing demands.

Scalability




2. OBJECTIVES

2.1 General objective

To implement an integrated HES and MDMS platform in a 1+1 (active-active or active-standby)
configuration that ensures high availability, data integrity, and seamless integration with existing
DSO infrastructure while supporting current and future smart metering requirements.

Following commissioning, the Contractor shall provide a minimum 12-month warranty period free
of charge, covering the correction of any defects and ensuring proper system functionality.
In addition, support and maintenance services shall be included and costed within the financial
offer for a minimum of 12 months after commissioning, ensuring continuous operational
performance and system updates.

To guarantee sustainability, the extended lifespan operational continuity of the system, and
support and maintenance shall be available for a minimum of 60 months after roll-out
(implementation), under the same general terms.

Under Phase | of the Smart Metering Pilot Initiative, PED with the support of UNDP successfully
deployed 25,804 smart meters across its service territory. These pilot meters are already installed,
operational, and ready for integration with a centralized Head-End System (HES) and Meter Data
Management System (MDMS).

Building on this foundation, the programme is now expanding its smart metering infrastructure to
reach a total of 55,000 smart meters by 2027 in the area of distribution of PED.

This procurement requires the selected vendor to provide a comprehensive HES/MDMS solution
capable of:

1. Integrating and providing full licensing coverage' (where applicable under the
vendor's licensing model) for a total of 55,000 smart metering points, of which
25,804 existing pilot smart meters are already deployed in the field and require
immediate integration.

2. Ensuring that the system capacity and all necessary licenses are provisioned for
the full target of 55,000 metering points from contract commencement,
regardless of the actual deployment timeline of physical meters.

The Contractor shall integrate all smart meter models and types specified in “Annex 1 LOT 1 -
Technical Specifications for the implementation of the Head end System (HES) and Meter Data
Management System (MDMS) platform in 1+1 configuration for the South-Centre Electricity
Distribution Operator (PED)”, specifically Section 7.7 "Meter brand compatibility”. Integration
costs shall be structured per meter model/technology stack, not per individual unit. Additionally,
the Contractor shall provide reference pricing for integration of alternative smart meter models
not specified in Section 7.7, which may be utilized through contract amendments should budget
allow for expansion or should deployment plans require alternative equipment models.

NOTE: This specification outlines the requirements and verification criteria applicable at
both the “Evidence required at Offer evaluation stage” and “Acceptance (handover)” of

' The term "licenses" in the context of this tender refers to system capacity provisioning as well as operational
entittlements for managing the specified number of integrated and connected smart meters within the HES+MDMS
platform. This is distinct from traditional software licensing based on user access or software usage rights.

Vendors may apply different commercial models, including capacity-based licensing (if any) tied to the number of
meters managed by the system.

Bidders must clearly indicate their licensing/capacity provisioning model (if any) and ensure that all costs—whether
termed as licenses, capacity or otherwise countable items —necessary to support the full operational capacity for
55,000 metering points are transparently itemized in their financial proposal from contract commencement.



the assignment stages, ensuring that bidders clearly understand what evidence,
documentation, and performance demonstrations are expected during tendering
evaluation, and what functional tests and validation metrics will be applied upon
assignment delivery, as follows::

o Evidence required at Offer evaluation stage: Verification of the 1+1 configuration
design through architecture documents ;
o Acceptance stage (handover): Test failover and availability metrics.

2.2 Specific objectives

Objective 1: Deployment of a scalable HES platform

Evidence required at Offer Acceptance (handover)

Sub-requirement

evaluation stage testing

Real-time bi-directional . Communication tests with
.. Protocol support documentation
communication actual meters

Multiple communication
technologies

Technology compatibility matrix

98% data collection reliability Historical performance data from |Performance testing over 30

references days
Minimum 500K Load test results from other Stress testing in production
messages/hour deployments environment

Objective 2: Implement a comprehensive MDMS

Evidence required at Offer evaluation Acceptance (handover)

Sub-requirement

stage testing
VEE algorithms Algorithm documentation, rule sets VEE accuracy testing with
sample data
Hourly/sub-hourly |5 et specifications -
intervals
Advanced analytics |Analytics module documentation Analytics functionality testing
99.9% availability |/ renitecture for HA, reference Service- g 1.0 oy ailability monitoring
level requirements




Objective 3: Ensure system integration

Evidence required at Offer evaluation

Acceptance (handover)

Sub-requirement

ADMS integration

stage

Integration architecture, API specs

End-to-end integration testing

testing

CIM/IEC 61968
support

Standards compliance certificates -

API| support

APl documentation

API functional testing

GIS visualization

GIS integration examples

GIS integration testing

Objective 4: Enhance operational capabilities

Sub-requirement

Evidence required at Offer

evaluation stage

Acceptance (handover)

testing

Automated meter
reading(AMR)

testing

Automated collection

Outage detection

Feature documentation

Real-time outage simulation

Loss detection

Algorithm documentation

testing

Loss calculation accuracy

Objective 5: Ensure compliance and security

Sub-requirement

Evidence required at Offer evaluation

Acceptance (handover)

stage

testing

GDPR compliance Compliance certificates, privacy design |-

Cybersecurity Security architecture, certifications Penetration testing
measures

Audit trails Audit functionality documentation Audit trail verification
Regulatory reporting |Report templates Report generation testing

3. SCOPE OF WORK

3.1 General scope - classification

The selected Contractor shall provide a turnkey solution encompassing:

3.1.1 Software provisioning

Evidence required

at Offer evaluation

Acceptance
(handover)

HES/MDMS inclusive licenses (if applicable) for
minimum 55,000 smart meters, which will be
gradually implemented during the development, roll-
out and support stages according to the future

stage

License(if applicable)
model documentation

testing

License(if
applicable)
activation

verification
agreement
. Module
Module list and . .
Necessary modules g functionality
descriptions ;
testing

Development tools

Tool documentation




Integration middleware and APls

Evidence required
at Offer evaluation

stage

Middleware and APIs

specifications

Acceptance
(handover)
testing

Integration testing

3.1.2 Professional services

Evidence required

at Offer evaluation

Acceptance
(handover)

Requirements analysis, preliminary available BPMN
(Annex no.1.1.) validation through the re-mapping of
the business processes by implementation team and
customized solution design

stage

Methodology
documentation

testing

Installation & configuration.

The installation and configuration of the HES+MDM
solution shall be carried out in two distinct phases,
aligned with the deployment of metering
infrastructure:

e Phase 1 — Deployment for existing (already in
operational usage) smart meters currently
managed via the Prime Read system (over
5,000 meters).

This phase shall ensure full migration and
operational integration of these meters into the
new HES+MDM platform.

e Phase 2 — Deployment and integration of all
meters under the Smart Metering Project
supported by UNDP

Installation
procedures

Successful
installation

System integration

Integration plan

Integration test
results

. o Test plan Test execution
Testing & commissioning :
documentation results
Training
Training Training curriculum |effectiveness
assessment
. Documentation Complete .
Documentation documentation
samples ;
delivery
Service-level
Support & maintenance requirements -
documentation

3.1.3 Infrastructure design

Evidence required at Offer evaluation stage

Acceptance

(handover) testing

Hardware Sizing methodology and tools, and required specifications |
sizing for proper computing performance (CPU/RAM/Storage)
NetV\_/ork Architecture diagrams

architecture

Datgbase Database architecture

design




Acceptance
(handover) testing

Evidence required at Offer evaluation stage

DR/BCP plan template DR drill execution




3.2 Technical scope — classification

The solution must address the following technical aspects:

Evidence required at| Acceptance
Requirement Offer evaluation (handover)
stage testing
Testing with
Multi-vendor meter support Compatibility matrix  |actual meter
types
Multi-protocol communication Protocol support
documentation
Multi-technology communication Technology support
matrix
Scalability to 1.5M meters Scalability architecture |-
Minimum 96 interval reads/meter/day — up to 288
interval reads/meter/day (subject of technical Performance Performance
constraints for PLC technology & data exchange specifications testing
infrastructure)
99.9% uptime HA architecture Ava'!ab'.“ty
monitoring

3.3 Functional scope — classification

The integrated HES and MDMS platform shall provide the following key functionalities:

3.3.1 HES functions:

Evidence required at Offer

Function

Acceptance (handover)

evaluation stage

Device management Feature documentation

testing
Functional testing

Communication

Management interface docs
management

Communication testing

Data acquisition -

Collection testing

Command execution -

Command testing

Event management Event handling documentation

Event simulation testing

Security key management |Security documentation

Security testing

FOTA updates FOTA capability docs

Firmware update testing

3.3.2 MDMS functions:

Function .
evaluation stage

Evidence required at Offer

Acceptance Testing

VEE VEE rule documentation

VEE accuracy

testing
Data aggregation Calculation methods Cal.c.ulatllon
verification
. . . Profile accuracy
Load profiling Profiling algorithms testing

Loss calculations/ Energetic Balances |Calculation methodology

Calculation testing

Billing determinants Billing interface docs

Billing data testing

Reporting/analytics Report samples

Report testing




Evidence required at Offer

Function .
evaluation stage

Acceptance Testing

Archival/retrieval

Data archival .
testing

Archival strategy

Web portal with secure access for end
customers

Security, audit, and compliance

Feature documentation Functional testing

Feature documentation Functional testing

4. CONTRACT IMPLEMENTATION APPROACH AND
METHODOLOGY

4.1 Implementation approach

The contract implementation shall follow an iterative, phased approach with clear milestones
and deliverables:

Phase 1: Inception and design

Evidence required at Offer

Acceptance (handover)

Sub-Phases oo\
criteria

evaluation stage items

* Requirements gathering * Current state

Phase 1: Inception
and Design

methodology; documentation;
Phase 1.1: AS-IS * Current Process analysis | Rqulrements document
approach; (draft);

Analysis

* BPMN analysis tools;

plan

» Stakeholder engagement

» AS-IS BPMN workflows
validated;
» Gap analysis report

Phase 1.2: TO-BE
Design

« Solution architecture
approach;

* Integration strategy;

* Design templates and tools;

* TO-BE design methodology

* Final requirements
document;

» Target architecture design;
* Validated TO-BE BPMN
workflows;

* Integration specifications

Phase 1.1: AS-IS analysis

Activity

Requirements gathering methodology

Offer evidence

* Methodology
documentation;

* BPMN analysis tools;

* Requirements templates;
+ Stakeholder mapping

Acceptance (handover) criteria

* Process analysis

» Complete AS-IS process

framework; documentation;
Current state analysis * Documentation * Current system/processes
standards; inventory;

* Analysis tools

* Process performance baseline




Activity

Gap identification

Offer evidence

» Gap analysis
methodology;

Acceptance (handover) criteria
» Comprehensive gap analysis;
* Priority matrix for improvements;
» Assessment frameworks [+ Impact assessment

Phase 1.2: TO-BE design

Activity

Solution architecture

Offer evidence

» Reference architectures;
* Design principles;
* Technology stack;
» TO-BE design templates

Acceptance (handover) criteria
* Approved target architecture for
Beneficiary environment;
» Performance calculations;
* Security assessment;
» Technology selection rationale

Infrastructure planning

* Sizing methodology;
* Planning tools;

* Reference
implementations;

+ Capacity planning
approach

Integration specifications

* Integration patterns;

* API frameworks;

» Sample specifications;
* Data flow designs

» Completed specs for all systems
components;

» Data mapping documents;

* Error handling procedures;

* Integration testing strategy

TO-BE Process Design

* Process design
methodology;

* BPMN design standards;
» Workflow optimization
principles

« Validated TO-BE BPMN workflows;
* Process optimization documentation;
* Change management impact analysis

Phase 2: Development and configuration

Activity

Evidence required at Offer evaluation

Acceptance (handover)

System installation
procedures

stage
* Installation guides;
* Deployment tools;
» Automation scripts

criteria

Base configuration

» System operational
» Base parameters set
* Initial performance baseline

Customization capability

e Customization framework;

* Examples from other projects;

* Development tools

» Moldova-specific
customizations;

» Business rules implemented;
» Local regulations compliance

Integration development

* All interfaces operational;
» Data flows verified;
* Error handling tested

Data migration approach

* Migration methodology;
» Tools and scripts;
» Success stories

» Migration completed;
* Data integrity verified;
» Reconciliation reports




Phase 3: Testing and validation

Test Type

Test methodology

Evidence required at Offer evaluation stage Acceptance (handover) criteria |
* Test strategy documents;
» Test case templates;

» Automation framework

Unit testing

* 100% code coverage;
* All defects resolved

Integration testing

« All interfaces tested;
* End-to-end scenarios passed

Performance testing

* Performance test tools;

* Benchmark results from similar projects

* Meet all NFR metrics;
« Stress test results;
* Optimization implemented

UAT approach

* UAT methodology;
* Training plans for testers

* User sign-off achieved;
* All UAT scenarios passed

Security testing

* Security test methodology;

* Penetration test examples

* Vulnerability assessment passed,;
* Security controls verified

Phase 4: Deployment and commissioning

Evidence required at Offer

Activity

Deployment methodology

evaluation stage
* Deployment procedures;
* Rollback plans;
* Go-live(comissioning)
checklists

Acceptance (handover) criteria

Pilot/Testing approach

* Pilot/testing methodology;
« Selection criteria;
» Success metrics

* 1,000 meters operational;
* 98% communication success;
» Performance targets met

Full-scale rollout

* All meters integrated;
» System stability proven;
* Operational procedures working

Commissioning process

* Commissioning checklists;
» Handover procedures

* All systems accepted,;
* Documentation complete;

» Knowledge transfer done

Phase 5: Post-implementation support and maintenance (after commisioning + lifespan =
minimum 60 months after roll-out / implementation)

Support Period

roll-out included in
offer

Warranty, support and
maintenance period after

Duration

the to be included in the offer)

Minimum 12 months after deployment to
the Beneficiary production environment

Requirements
* Service-level requirements
documentation;
» Support and maintenance(both
preventive and maintenance)
procedures;
* Team structure;
 Escalation matrix

» Maintenance (preventive and
corrective) pricing;

Extended lifespan
operational continuity

Months starting with 1st after roll-out
(implementation) up to minimum 60 in
total

» Maintenance (adaptive and future
developments / integrations)
pricing estimates;

 Support options;

» Update/upgrade policy;




Support Period Duration Requirements

4.2 Contract project management methodology - classification

Acceptance (handover)
criteria

Requirement Offer evidence

PM methodology * PM certification of key team members;
(PMBOK/PRINCE?) * Methodology documentation; -
* Template samples
. . . * Sprint reviews
Agile experler?ce evidence for key conducted:
Agile/Scrum approach team members; » Backlog properly
* Sprint planning examples; .
managed;
* Tools used : .
* Velocity tracking
* Weekly reports
* Report templates; delivered;
Progress reporting * Dashboard examples; « Stakeholder satisfaction;
» Communication plan * Issues tracked and
resolved
* Risks identified and
* Risk methodology; msnageq; .
. : ) ) * No major issues
Risk management * Risk register template; A
N ) materialized;
* Mitigation strategies . e
* Proactive mitigation
done
. . * Quality targets met;
. QA p_rocedu_res_, * Defect rates acceptable;
Quality assurance * Quality metrics; .
Revi * Process compliance
* Review processes verified

5. DELIVERABLES AND TIMELINE

The assignment duration up to full system commissioning shall not exceed 10 months from
the contract signing date, and in any case shall be completed no later than 31 December 2026.

Following commissioning, the Contractor shall provide a minimum 12-month warranty period free
of charge, covering the correction of any defects and ensuring proper system functionality.
In addition, support and maintenance services shall be included and costed within the financial
offer for a minimum of 12 months after commissioning, ensuring continuous operational
performance and system updates.

To guarantee sustainability, the extended lifespan operational continuity of the system, and
support and maintenance shall be available for a minimum of 60 months after roll-out
(implementation), under the same general terms.

5.1. List of required deliverables

Bidders can find below the list of required deliverables and the indicative
implementation timeframe, counted from the date of contract signature.

Phase 1: Inception and design (month 1-2)



Deliverable Phase Acceptance (handover) criteria

* Current state documentation;
Phase 1.1: AS-IS Analysis |* Requirements document (draft);
Report » AS-IS BPMN workflows validated;
* Gap analysis report

Deliverable 1

* Final requirements document;
Phase 1.2: TO-BE Design | Target architecture design;

Report * Validated TO-BE BPMN workflows;
* Integration specifications

Phase 1.1: AS-IS analysis

Sub -Deliverables \ Acceptance (handover) criteria
* Complete AS-IS process documentation;
Current state analysis  Current system/processes inventory;

* Process performance baseline

» Comprehensive gap analysis;
Gap identification * Priority matrix for improvements;
* Impact assessment

Phase 1.2: TO-BE design

Sub-deliverables Acceptance (handover) criteria

 Approved target architecture for Beneficiary environment;
» Performance calculations;

 Security assessment;

* Technology selection rationale

» Completed specs for all systems components;
» Data mapping documents;

* Error handling procedures;

* Integration testing strategy

+ Validated TO-BE BPMN workflows;

TO-BE Process Design * Process optimization documentation;

« Change management impact analysis

Solution architecture

Integration specifications

Phase 2: Development and configuration (months 3-6)

Deliverable Activity Acceptance (handover) criteria
» System operational

Deliverable 2 |Base configuration |» Base parameters set

« Initial performance baseline

Customization * Moldova-specific customizations;

capability * Business rules implemented;




Deliverable Activity Acceptance (handover) criteria
* Local regulations compliance
. * All interfaces operational,
Integration

development

* Data flows verified;
* Error handling tested

Data migration
approach

* Migration completed,;
* Data integrity verified;
* Reconciliation reports

Source code
delivery?

» Complete source code for all customizations;
» Complete source code for all integrations;

» Complete source code for Moldova-specific
developments;

» Code documentation and comments;

* Build and deployment scripts;

* Version control repository access

Phase 3: Testing and validation (months 7-8)

Deliverable Test Type

Deliverable 3

Acceptance (handover) criteria

Unit testing * 100% code coverage,;
* All defects resolved
Integration * All interfaces tested,;
testing » End-to-end scenarios passed
* Meet all NFR metrics;
Performance .
testing . Strgsg tes:t regults,
* Optimization implemented
* User sign-off achieved,;
UAT approach |, All UAT scenarios passed
Security testing  Vulnerability assessment passed;
* Security controls verified

Phase 4: Deployment and commissioning (months 9-10)

Deliverable Activity

4

Deliverable

Acceptance (handover) criteria
* 1,000 meters operational,

Pilot/Testing approach  |* 98% communication success;

» Performance targets met

Full-scale rollout

+ All meters integrated within limits of dispatched
number of licences;
» System stability proven;

2 The Contractor shall deliver complete source code for all customizations, adjustments, and integrations
developed under this Contract. This includes all custom modules, integration components, business rules
implementations, and country-specific adaptations. The source code shall be well-documented, include all
dependencies, build scripts, and deployment procedures. The Contractor grants to UNDP a perpetual
license to use such intellectual property or other proprietary right solely for the purposes of and in
accordance with the requirements of the Contract and the nonrevocable right to sublicense such use to the
End-Users (PED and RED-Nord). To the extent that any such intellectual property or other proprietary rights
consist of any intellectual property or other proprietary rights of the Contractor: (i) that pre-existed the
performance by the Contractor of its obligations under the Contract, or (ii) that the Contractor may develop
or acquire, or may have developed or acquired, independently of the performance of its obligations under

the Contract, UNDP does not and shall not claim any ownership interest thereto.




Deliverable Activity Acceptance (handover) criteria
 Operational procedures working

* All systems accepted,;

* Documentation complete;

Commissioning process |* Knowledge transfer done/training

» Source code repository transferred;

* IP rights transfer documentation signed

Phase 5: Post-implementation support and maintenance (months 11-22 + lifespan
= minimum 60 months after roll-out / implementation)

Support

. Duration cheptance (handover)
SEUET criteria

Deliverable » Service-level
5 requirements

Warranty, documentation;

support and [Months 11-22 (minimum 12
maintenance |months after deployment in to
period after [the Beneficiary production

e Support and
maintenance(both
preventive and

roll-out environment to be included in maintenance) procedures;
included in  the offer) P ;
the offer

* Team structure;

e Escalation matrix

5.2. Additional information and management arrangements

5.2.1 Technical deliverables validation

Deliverable Acceptance (handover) criteria

* Final approved architecture;

* All components documented

» Complete specifications;

* BPMN (Annex no.1.1.) workflows validated
* All interfaces documented;

* Test cases defined

» Comprehensive test coverage;

* All scenarios documented

* All tests executed;

* Results documented

Solution architecture

Design specifications

Integration specs

Test plans / cases

Test reports

5.2.2 System deliverables validation

Deliverable Acceptance (handover) criteria

HES/MDMS platform * Fully configured,; .
* All modules operational

* All integrations working;
» Performance verified

Custom reports * All required reports;

Integration components




Deliverable Acceptance (handover) criteria

» User acceptance

» Migration completed,;

* Data integrity verified

* Monitoring operational,

* Alerts configured

» Complete source code for customizations;
» Complete source code for integrations;
Source code repository |+ Version control system accessible;

* All build dependencies included;

* |P rights documentation complete

Migration tools

Monitoring tools

5.2.3 Documentation deliverables validation

Deliverable Acceptance (handover) criteria

Documentation standards

» Complete guides delivered;
» Technical accuracy verified
+ All functions documented;

* User-friendly format

» Complete API reference;

» Code examples included

« Common issues covered;

* Solutions verified

Admin guides

User manuals

API| documentation

Troubleshooting guides

! Important: Documentation language requirements

Technical documentation: minimum English,

User documentation: minimum Romanian and English,

Training materials: minimum Romanian and English,

Administrative interfaces: Multi-language support - minimum Romanian and
English.

5.2.4 Training deliverables validation

Deliverable \ Acceptance (handover) criteria
» Completed assessment;

* Training plan approved

+ All materials delivered,;

* Localized content

* All sessions conducted;

* Attendance tracked

» Competency achieved;

» Feedback incorporated

Needs assessment

Training materials

Training delivery

Training evaluation

5.2.5 Intellectual property and source code deliverables validation



Deliverable

Source code for
customizations

Acceptance (handover) criteria
» Complete, compilable source code delivered;
» Code repository access provided;
* All dependencies documented and included;
* Code meets quality standards (clean code, commenting,
naming conventions)

Source code for
integrations

» Complete source code for all integration components;
* APl implementations documented;

* Integration middleware code included,;

» Test harnesses and mock services provided

Source code for
Moldova-specific
developments

» All country-specific business logic;
* Regulatory compliance modules;

* Localization components;

» Custom reporting modules

Technical
documentation for
source code

* Architecture documentation;

» Code structure explanation;

* Development environment setup guide;
* Deployment and build procedures;

» Database schema modifications

Build and deployment
artifacts

» Build scripts and configuration files;

» Automated deployment procedures;

» Environment configuration templates;

+ CI/CD pipeline definitions (if applicable)

IP Rights Transfer
Documentation

« Signed IP transfer agreement;

» Listing of all custom components with IP ownership clarification;
» Documentation of pre-existing components (if any) with license
terms;

» Sub-licensing authorization to End-User Utility




TERMS OF REFERENCE - PART I

FUNCTIONAL REQUIREMENTS AND TECHNICAL
SPECIFICATIONS

6. GENERAL PLATFORM REQUIREMENTS

6.1 Solution architecture requirements

In order to ensure long-term scalability, flexibility, security, and operational efficiency, the following
requirements are mandatory and non-negotiable for any proposed HES/MDMS solution. These
criteria reflect industry best practices and are aligned with current and future needs of the
Beneficiary for a modern smart metering infrastructure.

Evidence Acceptance

Verification

Requirement description required at Offer| (handover) test method

evaluation stage method
. . » User acceptance
Unified web-based uux des!gn. testing;
. e . documentation;
interface: Single, integrated * Interface
. » Screenshots of .
web interface for both HES g s . |consistency
GR- . unified interface; o Two-stage
and MDMS to streamline validation; e
001 . * User workflow verification
end-to-end operations and . _|* Workflow
. : demonstrations; - .
provide consistent user Traini efficiency testing;
. * Training cost .
experience . * Multi-role user
analysis :
testing
» System
integration * End-to-end data
End-to-End (E2E) architecture; flow testing;
integrated system: » Data flow * Integration
Seamless data flow from  |diagrams; continuity
GR- L , o Two-stage
002 me_ter _acqwsmon throug_h . Iptegratlon verlf_lcatlon, verification
validation to export to third- [points * Third-party
party systems without documentation; |export validation;
fragmented architectures  |* No subsystem | Data integrity
dependencies across all stages
proof
* Multi- * Multi-
deployment environment
Deployment-Agnostic architecture deployment
GR- Archlteqture: Support for dlagr_ams; test_lng; . Two-stage
on-premise, cloud-based, or|* Environment * Migration e
003 : . ) o : verification
hybrid environments without [compatibility scenario
architectural redesign matrix; validation;
 Migration » Performance
methodology; consistency




Requirement description required at Offer
evaluation stage

» Configuration

Evidence

Acceptance
(handover) test
method

verification across

Verification
method

management environments
approach
* Cloud provider - Cloud
P deployment
certification; .
Hyperscaler Cloud testing on 2+
) * Deployment .
Support: Deployable on . platforms;
; guides for each ,
AWS, Microsoft Azure, or j * Security
GR- ... [platform; Two-stage
Google Cloud Platform with , assessment e o
004 * Security O verification
modern IT and comoliance validation;
cybersecurity standards docupmentation' * Cloud scalability
compliance « Cloud-native ’  |demonstration;
: » Compliance
architecture proof e
verification
* Scalability * Load testing at
architecture 1M+ meter
documentation; |simulation;
P —— * Performance * Horizontal
roven Scalability: :
: references >1M  |scaling
Demonstrated horizontal ) .
GR . » meters; demonstration;
- land vertical scalability for 1+ : . Two-stage
- > » Customer * Vertical scaling e
005 million smart meters in live . . . e verification
. . testimonials with |validation;
operation with performance o
contact details;  |» Performance
references . e
* Live deployment benchmarking;
evidence; * Resource
* Scaling optimization
methodology testing
* Inventory * Real-time sync
management testing;
Unified Inventory architecture; * Inventory
Management: Centralized, |+ Real-time accuracy
real-time synchronized synchronization |validation;
GR-|. . - . Two-stage
006 inventory covering both de3|gp, . . Cro.ss—domaln verification
HES and MDMS domains | Device attribute |consistency
with all device-related schema; verification;
attributes * Integration with |* Device lifecycle
HES/MDMS management
workflows testing
* HA architecture |+ Failover testing;
diagrams; » Switchover time
High Availability (1+1 * Redundancy measurement
GR- Configuration): Redundant [design (<30 seconds); Two-stage
architecture with automated |[documentation; | Data integrity o-stag
007 |, _. s X PN verification
failover capabilities to * Failover verification;
ensure continuous operationmechanisms; * Disaster
* Recovery recovery
procedures validation




Evidence Acceptance

Requirement description required at Offer (handover) test e
. method
evaluation stage method
- Complete AP . AF_’I fl:InCtIOI’la|
. [testing;
documentation; « Third-oart
Open Architecture with |+ Integration . party
integration

APIs: Comprehensive APl [framework
framework supporting third- |specifications;
party integrations and future |+ SDK/sample

GR-
008

demonstration; Two-stage
* Performance verification
benchmarking;

extensibility code provision; | Backward
APl versioning compatibility
strategy testing

* Product release
history (3+ years);

Mature Commercial » Reference
Platform: Proven market |deployments
GR- presence with 3+ years >100k meters; Not applicable Documentation
009 |commercial availability and |+ Customer review only
3+ deployments >100k reference letters
meters with contacts;
» Market presence
documentation
* Security * Security
Advanced Security architecture penetration
Framework: Enterprise- documentation; |testing;
GR grade security with role- » Compliance * Access control T
- . . A e wo-stage
010 based access, gudlt trails, |certifications; vallda_tlon,_ verification
and cybersecurity * Role-based * Audit tralil
compliance for smart grid  |access design;  |verification;
environments  Audit trail » Compliance
specifications assessment

6.2 Vendor neutrality and interoperability

Req Requirement Evidence required at AEEEHENTES
. . . (handover) test Notes
ID description Offer evaluation stage
method
. +

* Multi-vendor support Test W!th 3+ meter

documentation; vendors;
GR- |Vendor-neutral L * Verify no vendor  |Critical for

* Protocol abstraction 7 .
011 |platform . lock-in; evaluation

layer design;

» Performance
consistency

» Compatibility matrix; * Test each meter
GR- |Meter brands * Integration guides per type; Must test all 11
012 |integration brand; * Verifaction of the  |brands

* Certification letters full functionality;

* Integration examples




Acceptance

(handover) test Notes
method

* No additional or
hidden licenses

Req Requirement Evidence required at

ID description Offer evaluation stage

* Integration framework;
GR- [Third-party HES |» API specifications; Not required initially Future-

013 |integration * Past integration proofing check
examples

* Integration testing
with stubs; Phased testing
* End-to-end testing |approach

in production

* Interface specifications;
* Integration patterns;
* Protocol support

GR- |Standard
014 |interfaces

6.3 Standards compliance

Acceptance
(handover) test
method

Evidence required at
Offer evaluation stage

Requirement description

* Protocol analyzer
* Protocol implementation |testing;
Protocol support (DLMS, ) . -
GR- |5SGP, DSMR, MODBUS and [29¢S; | Interoperability
015 » Compliance certificates; |testing;
M-BUS) .
» Test results from labs |+ Compliance
verification
* CIM compliance
GR- certificate;
016 CIM IEC 61968-9 » Data model Not required
documentation;
* Implementation guide
GR- * Technical
017 IEC 61850 support documentation; Not required (Optional)
* Integration examples
. Py . * Privacy audit;
Privacy by.deIS|gn  Data handling
GR- . documentation; P
GDPR compliance X ] verification;
018 * Data flow diagrams;
) * Access control
» Compliance assessment .
testing

6.4 Performance and scalability

Evidence required Acceptance
at Offer evaluation (handover) test  Critical notes
stage
* Architecture for * Progressive load
scale; testing;
« Sizing calculations; |» 30-day stability test; testing
* Reference * Resource approach
deployments monitoring

Req Requirement
ID description

Minimum 100 k meters
019 |with 15-min intervals




Evidence required Acceptance

RIqu Rdequlr_en]ent at Offer evaluation (handover) test  Critical notes
escription
stage method
* Response time
* Performance testing;
GR- |On-demand read <30 |design; * 95th percentile Production
020 [sec * Network verification; only
optimization * Various load
conditions
» Performance * Stress testing;
GR- 1.25M messages/hour benchmarks; * Message Lab +
021 | * Architecture design; [throughput test; production

* Queueing strategy |* Queue performance

* Query performance
» Database design; |testing;

GR- [5-year storage, sub- |+ Partitioning * Data aging Critical for
022 |second query strategy; simulation; operations
* Index optimization |* Archive/retrieve
testing

6.5 Availability and reliability

Req Requirement Evidence required at Offer Acceptance (handover)
ID description evaluation stage test method
* HA architecture; .
GR- * Service-level requirements » 90-day monitoring;
99.9% availability . i + Availability calculation;
023 commitments; i )
. * Incident tracking
* Reference metrics
. . ] » Backup/restore testing;
GR- RPO =< 15 minutes Back_up _arch|te9ture,  Data loss simulation;
024 * Replication design e
* Recovery verification
) * DR drill execution;
GR- 1270 < 1 hour DR procedures; « Timed recovery test;
025 * Recovery automation . .
* Service restoration
GR- e * Failover design; ) Fallpver tgstlng; .
Automatic failover . . * Various failure scenarios;
026 * Cluster configuration .
» Data consistency check

7. HES FUNCTIONAL REQUIREMENTS

7.1 Data collection and management

Evidence required at Acceptance
Offer evaluation (handover) test Notes
stage method
» Scheduler design; |+ Configure all
 Configuration intervals;
options; » Verify collection
» Performance impact |[accuracy;

Requirement
description

Could be added
specific interval
options

Scheduled
reading with
001 intervals




Evidence required at Acceptance

Requirement

- .. Offer evaluation (handover) test Notes
description
stage method
» Performance
under load
. * Test both modes;
HES- - Arehitecture for both | Switch between ~(Could be defined
FR-  |Push/pull modes ’ . modes; when each mode
* Protocol support; )
002 » Performance is used
» Use case examples .
comparison
* Response time
. L testing;
HES- On-demand Cgrr?mu.nlc.atlon » Load impact Production
FR- . optimization; o )
reading <30s o . testing; environment only
003 * Priority handling .
* Various meter
types
* DC integration  DC installation;
HES- Data concentratorarCh'teCture; . ) Dqta .aggregatlon Could be listed
FR-pport * Supported models;  testing; specific DC models
004 PP * Management * Hierarchy P
features validation
» Simulate data
HES- * Retry logic design; |gaps;

FR- Missing data » Gap detection; * Verify retry Could be defined
005 handling * Recovery mechanism; retry parameters
procedures * Recovery

success rate
* Collect all data
HES- » Data model types;
FR- Multiple data documentation; * Verify data Could be listed all
006 types » Storage design; integrity; data types
* Processing logic * Processing
accuracy
* Prosumer meter
HES- * Prosumer support  testing;
e design; * Import/export Critical for
FR- |Bi-directional data . . i
007 * Net metering logic; |accuracy; renewables
* Data flows * Settlement
calculations
* Import various
HES- * Import formats; formats; Could be specified
FR-  [Manual import + Validation rules; « Validation formats P
008 * Ul design testing;
* Error handling

7.2 Remote management and control

Requirement Evidence required at Offer Acceptance (handover)

description evaluation stage test method

Remote disconnect/ |+ Security procedures; » Execute disconnect/
FR-009 |reconnect « Command flow; reconnect;




Req ID

Requirement

description

Evidence required at Offer Acceptance (handover)

evaluation stage

test method

* Audit mechanism

* Verify security;
* Audit trail check

* Load control design;

» Set load limits;

* Failure handling

HES- Load limitation * DR integration; * Verify enforcement;
FR-010 o : :
* Priority logic * DR scenario test
i * Prepayment logic;
II;'IESOH Prep_ayment * Credit management; Not required initially
i (Optional) * Integration design
HES- » Tariff structures; * Configure tariffs;
Tariff/ TOU config + Configuration Ul, * Apply to meters;
FR-012 o o
» Validation rules * Verify billing
. _ * Queue multiple
HES- : Qqege managem_ent, commands;
Command queuing |* Priority algorithm; . T
FR-013 . * Verify priority;
» Status tracking :
* Track execution
HES- * Retry logic;  Simulate failures;
FR-014 Command retry « Status updates; * Verify retries;

» Success tracking

7.3 Device configuration and management

Req ID

HES-
FR-
015

Requirement description

Remote configuration of
communication paramet

Evidence required at
Offer evaluation

stage
» Configuration
interface

supported;

ers

documentation;
» Parameter types

» Security mechanisms
for remote config;

Acceptance
(handover) test
method

» Configure 100
meters remotely;

* Change
communication
parameters;

* Verify parameter

* Example persistence;
configuration * Test rollback
templates; capability;
* Reference * Measure
implementation configuration time
evidence
* Time sync protocol |+ Synchronize 1000
documentation; meters;
* NTP/SNTP * Measure time drift
HES- [Time synchronization for meters [implementation details;over 30 days;
FR- |and data concentrators with <1  |* Accuracy calculation |+ Test DST
016  |second accuracy methodology; transitions;
* Time zone handling |* Verify <1 second
approach; accuracy;,
* DST transition * Test sync failure
procedures recovery




Evidence required at Acceptance

Req ID Requirement description Offer evaluation (handover) test

stage method
- FOTA architecture | oP9rade 100
o meters firmware;
documentation;
. * Test rollback on
* Rollback mechanism o
, L 10% failure;
HES- |Remote firmware upgrade design; - Verify meter
FR-  [capability (FOTA) with rolback |+ Security measures forle ii0n ity nost-
017  |option firmware; upgrade:
* Batch upd'ate * Measure bandwidth
procedures; . )
impact;
* Success rate from ,
* Test various meter
deployments
models
;.Llfecyclc? workflow « Commission 500
iagrams; .
" new meters;
+ State transition o
o . * Decommission 100
HES- |Device lifecycle management documentation; meters:
FR- (Comm|3:3|0.n|n-g’ * Integration Wlth asset « Replace 50 meters:
018  |decommissioning, replacement) [Management, - Verify data
* Audit trail 7
. . continuity;
mechanisms; : .
! * Test audit trail
* Bulk operation
completeness
support
* Auto-discovery * Auto-discover 100
protocol details; new meters;
* Provisioning workflow | Test various
HES- . . automation; communication
FR- Automated device provisioning |, Security during types:
019 (and discovery provisioning; * Measure
* Bulk provisioning provisioning time;
capabilities; * Verify security
* Network scanning compliance;
approach * Test error scenarios
. * Monitor 1000
Health metrlcs meters for 30 days;
collected; : .
. . * Test diagnostic
HES * Diagnostic commands:
ER.  |Device health monitoring and capabilities list; - Verify alert
R diagnostics « Alert threshold .
020 : . generation;
configuration; .
_|* Measure detection
» Dashboard mockups; )
L accuracy;
* Historical trend -
. * Test predictive
analysis , )
diagnostics

7.4 Communication management



Evidence required Acceptance
Requirement description at Offer evaluation | (handover) test
stage method
« Communication » Deploy mixed
. technology
architecture i
) ] network;
diagrams;  Test 200 meters
Support for multiple communication * Protocol stack or technoloayv-
HES- ftechnologies: PLC (PRIME, G3-PLC,  |documentation; ?Verify 9y
FR- |OSGP), DSMR, Serial RS485, RF * Performance data | oo o
021 |Mesh, Cellular (2G/3G/4G/5G), per technology; operation:
Ethernet » Simultaneous . Measuré
handling design;
performance per
» Reference ]
deployments per type;
type * Test technology
switching
* Path optimization |» Simulate path
algorithms; failures;
* Rerouting trigger  |* Measure
HES- o L conditions; rerouting time;
FR- Commuplcatlon path optimization and |, Mesh network . Test
gpp |dutomatic rerouting capabilities; optimization logic;
* Failover time * Verify data
specifications; continuity;
* Network topology |+ Load test
adaptation rerouting
* Bandwidth * Test under
allocation design; bandwidth
* QoS constraints;
HES implementation * Verify priority
FR. " |Bandwidth management and traffic details; enforcement;
prioritization * Priority queue * Measure latency
023 mechanisms; per priority;
* Traffic shaping * Test congestion
capabilities; scenarios;
» Congestion * Monitor
handling bandwidth usage
* Dual-stack * Configure |Pv4
implementation; and IPv6 meters;
» Address * Test dual-stack
HES- management design; |operation;
FR- |Support for IPv4 and IPv6 addressing |* Migration path * Verify address
024 documentation; management;
* NAT firewall * Test migration
considerations; procedures;
* Security » Check security
implications controls
- * VPN architecture |» Configure VPN
:;IIES VPN sup.por.t for secure design: tunnels%
op5 [communications « Supported VPN |+ Test encryption

protocols;

effectiveness;




Requirement description

Evidence required
at Offer evaluation

Acceptance
(handover) test

stage

approach;

* Performance
impact analysis;
* Scalability
considerations

* Key management

method

» Measure
performance
overhead;

* Verify key
rotation;

* Test failover
scenarios

7.5 Security management

Req ID

Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test
method

* Security suite * Test authentication
documentation; scenarios;
+ Cipher suite * Verify encryption
HES- |DLMS/COSEM and OSGP specifications; strength;
FR-  [security suites implementation ~ |* Authentication * Attempt security
026 |(authentication, encryption) mechanisms; breaches;
» Key exchange * Measure crypto
protocols; overhead;
» Compliance * Test with all meter
certificates types
* Key lifecycle » Generate and
management design; |(distribute keys;
HES * Certificate authority [+ Test key rotation;
g " |Key management system for integration; * Verify secure
security keys and certificates * Key storage storage;
027 architecture; - Test certificate
* Rotation procedures; |renewal,
* Recovery » Simulate key
mechanisms compromise
» Configure 20
* RBAC model different roles;
documentation; * Test permission
HES- * Role definitions and  |enforcement;
FR- Role—base.d access cgntrol permissions:  Verify audit
oog  |(RBAC) with audit trails - Audit trail architecture;completeness;
» Compliance mapping; | Test privilege
* Integration with escalation;
enterprise IAM * Review audit
reports
* HSM integration
HES- _ architecture;
FR- Support for Hardware Security « Supported HSM Not required for
029 |Modules (HSM) models; initial acceptance
» Performance
considerations;




Acceptance
(handover) test
method

Evidence required at
Offer evaluation stage

Req ID Requirement description

» Key operations
supported;
* Failover design
* Encryption * Verify storage
architecture; encryption;
* Algorithm * Test transmission
HES- specifications; security;
FR. |Encrypted data storage and - Key management |+ Attempt data
030 [ransmission integration; recovery;
* Performance impact |» Measure
data; performance impact;
» Compliance * Audit encryption
documentation coverage

7.6 Event and alarm management

Evidence required at AEEEHELTES
Req ID Requirement description Offer evaluation stage (handover) test
9 method
» Generate 10,000
: events/hour;
» Event processing M .
architecture: easure processing
HES- |Real-time event processing |, Notification mechanisms: Iateng:y; -
FR-031 [and notification . Latency specifications: |~ "y notification
) o ’ |delivery;
* Scalability design;
Lo * Test event
 Event categorization AN
prioritization;
» Check event integrity
* Alarm configuration + Configure 50 alarm
interface; rules;
Confi ble al * Threshold types * Test threshold
HES- onfigurable alarm ) supported; triggers;
FR-032 [tNresholds and escalation |, Egcalation workflow « Verify escalation
rules engine; paths;
* Rule definition * Test rule conflicts;
examples; * Measure response
* Override mechanisms  |times
+ Correlation engine
design;
) * Analysis algorithms;
HES- [Event correlation and root |, pitern recognition Not required for initial
FR-033 |cause analysis capabilities; acceptance
* Machine learning
integration;
* Visualization approach




Req ID Requirement description

Evidence required at
Offer evaluation stage

* Integration architecture;

Acceptance
(handover) test
method
» Simulate 100 outage
events’

HES. Integration with * Protocol specifications; i.n\t/:gnrgtics)r?ADA
FR-034 SCADA/DMS for outage  |* Data mapping » Test event correlation;
management documentation; « Measure detection
* Latency requirements; L
* Redundancy design time;
* Test restoration
tracking
» Generate PQ
. PQ parameters disturbances;
monith))re g * Verify detection
HES- [Power quality event . Detecti.on algorithms; ?c1:_ceusrtar<;y5 ort
FR-035 |detection and reporting " Reporting templates; |, o ation:
* Threshold . Validate ’
configurations; mezsurementsx
- Standards compliance |, Check EN 50160
compliance

7.7 Meter brand compatibility

ReqID Requirement description

HES-
FR-

Evidence required at

Offer evaluation stage

* Integration
documentation;
* Protocol

Full integration support for ADD implementation proof;

* Feature support

Acceptance
(handover) test
method

* Test 10 ADDAX
meters;

+ Verify all functions;
* Test firmware

036 (Al ADDAX models) atrix ur(J:dates; |
* Test lab results; » Check _secunty
» Reference features;
deployments * 7-day stability test
égﬂc:%(::le_:&?igz_c * Test 10 meters per
: . « Communication seres, .
HES- |Full integration support for NIK protocols used: * Verify data collection;
FR- |ELECTRONIKA (2100 and « Feature Coméatibi”ty * Test remote controls;
037 2300 series) list: . Chepk 'event
* Integration certificates; h?/nclilhng, VEE
* Performance " va |da.te
benchmarks integration
HES- |Full integration support for |+ L+G certification SeTr?:;fs meters per
FR- |LANDIS+GYR (ZMD, ZMG and [documents; . Full f’unctionality
038 [ZMY series) * Protocol compliance

proof;

check;
* Security validation;




ReqID Requirement description

Evidence required at
Offer evaluation stage

* Security
implementation;

* Feature coverage
matrix;

* Integration examples

Acceptance
(handover) test
method
 Performance testing;
* Load profile

verification

HES-
FR-

Full integration support for ZIV
(5CTB series)

+ ZIV integration guide;

* Protocol specifications;
» Supported features
list;

* Test 10 5CTB
meters;

* Verify all registers;
» Test configurations;

039 * Test results * Check firmware
documentation; update;
* Known limitations + Validate events
- APATOR compatibility [} St Poth model
: types;
docs; - Verify
HES- |Full integration support for . Fegtu.re support communications:
FR- |APATOR (smartESOX and details; « Test advanced
040 |OTUS1/3 models) * Communication features:
methods; . Check’
» Security compliance; interoperability:
* Reference sites . Stress testing’
* Test MT and ME
* ISKRA protocol docs; |series;
HES- |Full integration support for * Integration * Full feature
FR- ISKRAEMECO (MT and ME  [architecture; validation;
041  |series) « Feature mapping; « Communication
* Performance data; testing;
» Deployment examples |* Security verification;
* Long-term stability
* LUNA integration
HES- ?Fli’ergf(;)col * Test 10 LSM meters;
Full integration support for imol i * Verify all functions;
FR- LUNA (LSM series) Implementation; ... |* Test configurations;
042 * Feature compatibility; | Check data quality:
» Testlab results; * Integration testing
* Support
documentation
" ABB AIphg 2 ) * Test 5 Alpha 2
HES- documentation; meters:
FR. |ull integration support for ABB Eg;tt?ﬁg' (;C:V’Zf;'gg_ce? - Full functionality test;
043  |(Alpha 2 model) . Security ' « Security validation;
imolementation: » Performance check;
P o * Event handling test
* Performance metrics
HES- , ) * ELSTER integration |» Test 5 A1800
FR- Full integration support for quide: meters:
044 [FLSTER(A1800 model) » A1800 specific - Verify all registers;
features; * Test load profiles;




Acceptance

Evidence required at (handover) test

Offer evaluation stage

ReqID Requirement description

method

« Communication » Check PQ features;

protocols; * Firmware update test

* Test certifications;

* Deployment evidence

* ELGAMA protocol

?(I)r?tsé’gration « Test 5 GAMA 3000;
HES- Full intearati ; specifications: * Full featu.re qheck;
FR- gration support for T: ¢ ot « Communication test;
045 ELGAMA (GAMA 3000 model) ma?rei‘xl'”e Suppo « Security validation;

. . . |» Performance
» Security compliance; e
verification

* Reference

deployments

* METCOM integration |+ Test 5 MCS301

docs; meters;
HES- , ) * MCS301 » Verify functionality;
FR- Full integration support for specifications: . Test
046 METCOM (MCS301) * Protocol communications;

implementation; * Check data

* Feature coverage; accuracy;

* Test results « Stability testing

7.8 Data analytics and reporting

Acceptance
(handover) test
method

» Load dashboard with
100 K meters;
* Verify real-time

Evidence required at
Offer evaluation stage

Req ID Requirement description

» Dashboard design
mockups;
» KPI definitions and

HES- |[Real-time dashboard with  |calculations;

o updates;
FR-047 [key performance indicators |* Refresh rate  Test KPI accuracy:
specifications; « Check ’

» User role customization;

responsiveness;
» Performance P

* Multi-user testing

optimization
* Create 20 custom
* Report template library; Ee'lpeosr’fssiche duling
Configurable reports for + Configuration interface; S
HES- . « Scheduli bilities- options;
operational and cheduling capabllities; |, Verifv dat )
FR-048 « Distributi erity data accuracy,
management needs S on - Test distribution
mechanisms; methods:
« Sample report outputs |, Perforn;ance
validation

HES- |Data export capabilities « Export format * Export 100K records;

FR-049|(CSV, XML, JSON) specifications; : 32?};'(;;?;Tri§émy




Acceptance

Evidence required at (handover) test

Offer evaluation stage

Req ID Requirement description

method
» Data mapping * Measure export time;
documentation; * Test large datasets
» Performance
specifications;

» Compression options;
* AP| documentation

(S:el ncfs:;rnentatlon » Test API endpoints;

HES- |API for external analytics |, A\ thentication methods:|~ Y &MY data access;
FR-050 platforms - Rate limiting design; | Load test APls;

. |* Check security;
* Data models exposed; . .
X * Integration testing
* Integration examples

7.9 Optional functionalities

Req ID Rdequir_en]ent Evidence reguired at Offer (hgggistear?(t::st
escription evaluation stage
method
* Test asset data sync;
* Integration architecture; | Verify bi-directional
 Data synchronization flow;
HES- |Integration with Asset design; » Test work order
FR-051 [Management platforms  [* APl specifications; integration;
» Workflow integration; » Check data
* Reference consistency;
implementations » Performance
validation

8. HES TECHNICAL SPECIFICATIONS

8.1 Architecture requirements

Acceptance
(handover) test
method

Evidence required at
Offer evaluation stage

Req
ID

Requirement description

* Detailed architecture
diagrams showing tier
separation;

- . « Component deployment
HES- Multi-tier qrchltectgre . |model, ’ Architecture review
T.001 |(Presentation, business 10gic, |, nter-tier communication [and documentation
data layers) protocols; validation only
* Scalability approach per
tier;

* Security boundaries
documentation




Acceptance

RIqu Requirement description oﬁ‘f'éﬁﬁuraet?::gfa; (handover) test
method
» Service decomposition  |* Deploy modular
documentation; components;
» Service catalog with * Test service
HE Microservices or service- responsibilities; independence;
S- loriented architecture for * Inter-service * Verify service
T-002 modularity communication design; scaling;
* Service discovery * Test service failure
mechanism,; isolation;
 Container orchestration [ Validate API
approach contracts
 Container architecture
design; * Deploy in container
. * Dockerfile/manifest environment;
HES. |Container support examples; - Test container
T-003 (Docker/Kubernetes) for « Orchestration scaling:
deployment configuration; « Verify resource limits;
* Resource requirements; | Test rolling updates;
« CI/CD pipeline + Validate persistence
integration
» Complete OpenAPI 3.0 |- Validate against
specifications; OpenAPI spec;
HES- [RESTful API architecture with d?;'rg:ﬁ;?n principles \T,Zfitf;',:i\r}dgoozg’
T-004 |OpenAPI documentation « Versioning strategy; compliance;
* Authentication / » Check response
authorization design; formats;
» Sample API responses | Load test APIs

8.2 Technology stack requirements

Evidence required at Acceptance
Req ID| Requirement description - (handover) test
Offer evaluation stage method
* Database selection ;I;T:Laeils?;d configure
Ustification: :
Database: Enterprise-grade Jug |r|]ca on. * Performance
HES- . * Schema design benchmark tests:
RDBMS (i.e. Oracle, d tation: enchmark tests,
T-005 ocumentation;  Failover testing;
] * Backup/restore
benchmarks; validation;
» HA/DR configuration; | Load testing at scale
) Tlme—serle.s DB » Store 1 year of 15-
architecture; min data:
HES- [Support for time-series * Data retention policies; |, Query p;erformance
T-006 |[databases for meter data ° Comp_ressmn testing:
strategies; o » Compression ratio
* Query optimization validation:
approach; ’




Acceptance

Evidence required at (handover) test

Offer evaluation stage

Req ID| Requirement description

method
* Integration with » Aggregation
RDBMS performance;
» Data aging tests
* Queue throughput
* Message queue testing;
selection rationale; * Message
* Queue architecture persistence
HES- |Message queuing system for  |design; verification;
T-007 |asynchronous processing * Message schemas * Failover scenario
documentation; testing;
* Reliability guarantees; |* Dead letter queue
* Performance handling;
specifications » Performance under
load
» Caching strategy » Cache hit ratio
documentation; measurement;
» Cache architecture * Performance
. design; improvement
HES- " lIn-memory caching for . TTE and eviction validation;
T-008 |performance optimization policies: « Cache invalidation
» Cache warming testing;
procedures; * Memory usage
* Performance impact  |monitoring;
analysis * Failover behavior

8.3 Integration requirements

Evidence required at EEEEETEE
Req ID Requirement description Offer evaluation sta (handover) test
ge
method
* Test all service
» Web service endpoints;

Web services specifications; * Validate SOAP/REST
HES-T- * WSDL/OpenAPI compliance;
009 |(SOAP/REST)for system |qocumentation; « Error scenario

integration « Security implementation; [testing;

* Error handling design; * Security validation;
* Integration patterns used [+ Performance
benchmarking

* Messaging architecture | Message flow testing:

design; )
. * Protocol compliance
, . |» Protocol selection e
HES-T-Message-based integration rationale: verlfl_cat!qn, _
010  |(JMS, AMQP, MQTT) . Messaée format * Reliability testing;
e o » Performance
specifications; ]
measurement;

* QoS configurations;

. « Failover scenarios
* Topic/queue structure




Req ID Requirement description

HES-T-
011

File-based integration with
configurable formats

Evidence required at
Offer evaluation stage

* File format specifications;
 Transfer mechanism
design;

» Scheduling capabilities;

* Error handling
procedures;

* File size limitations

Acceptance
(handover) test
method

* Test all file formats;

* Large file handling
(>1GB);

* Transfer reliability
testing;

* Format validation;

* Error recovery testing

HES-T-
012

Real-time streaming
capabilities (Kafka,
RabbitMQ)

 Streaming architecture
design;

» Topic/exchange
configuration;

* Partitioning strategy;

« Consumer group design;
» Performance projections

» Stream throughput
testing;

* Latency
measurement;

* Partition rebalancing;
» Consumer lag
monitoring;

* Fault tolerance
testing

8.4 Performance specifications

Req ID Requirement description

HES-T-
013

Concurrent user support:
minimum 100 users

Evidence required at

Offer evaluation stage

» User session
architecture;

* Resource allocation per
user;

» Session management
design;

» Performance projections;
* Reference deployment
data

Acceptance
(handover) test
method

* Load test with 100+
users;

» Measure response
times;

* Monitor resource
usage;

* Test session
management;

* Verify no degradation

HES-T-

Transaction throughput:
10,000 TPS for meter

» Performance architecture
design;
» Throughput calculations;

» Sustained load test
24 hours;
* Measure actual TPS;

014 readings * Bottleneck analysis; * Monitor §ystem
* Scaling approach; Ee\?oqlfczs’t inteqrity:
* Benchmark test results erily data Integrily,
* Test burst scenarios
* End-to-end latency
* Data flow architecture; testing;
* Latency breakdown * Measure at each
HES-T-|Data latency: < 5 seconds  [analysis; stage;
015  from meter to database * Optimization strategies; |» Test various data
* Network considerations; |volumes;
* Processing pipeline » Different network
design conditions;

» Peak load validation




Req ID

016

HES-T-ICommand execution: < 30

Requirement description

seconds end-to-end

» Command flow

» Performance
optimization

Evidence required at
Offer evaluation stage

Acceptance
(handover) test
method

* Execute 1000

e commands;
documentation; :
X . . _|* Measure execution

» Timeout configurations; |. )

- ) times;
* Retry mechanisms;

" . . |» Test under load
* Priority handling design; AN
conditions;

* Verify success rates;
* Priority queue testing

8.5 Security specifications

Requirement description

Evidence required at

Offer evaluation

Acceptance
(handover) test

HES-
T-019

OAuth 2.0/SAML for authentication

» Token management
design;

* |[dP integration
approach;

* Session
management;

* Security
considerations

stage method
* TLS implementation |+ SSL/TLS scanner
documentation; validation;
* Certificate * Cipher suite
HES. Minimum TLS 1.3 (or latest version management process; |verification; _
T.017 |UPon implementation stage) for all |* Cipher suite * Certificate chain
external communications configuration; testing; _
* Protocol downgrade |+ Protocol version
prevention; enforcement;
* Performance impact [ MITM attack
analysis simulation
* Encryption . , :
architecture design; Ve”f?’ encryption
status;
» Key management . Test k .
N . procedures: est key rotation;
HES- Minimum AES-256 encryption for g1 votion scope |/ /Allempt data
T-018 |data at rest definition: recovery,
» Performance impact ) Performancg
data: measurgment,
T » Compliance
« Compliance L
. validation
documentation
(-j'Authentl.catlon flow |, Test OAuth flows:
iagrams;

* SAML assertion
validation;

» Token expiry
handling;

» Multi-factor
authentication;

» Session security
testing

HES-
T-020

API rate limiting and DDoS
protection

* Rate limiting
architecture;

» DDoS mitigation
strategy;

* Rate limit testing;
* DDoS simulation;
e Threshold

validation;




Evidence required at Acceptance
Requirement description Offer evaluation (handover) test

method
* Alert verification;
* Recovery time
measurement

* Alert mechanisms;
* Recovery procedures

9. USE CASES AND BUSINESS PROCESSES

9.1 Meter data collection use cases

UC-001: Scheduled meter reading

Acceptance
(handover) test
method

Moldova
customization

Evidence required at

Offer evaluation stage

» Workflow diagrams;

* Scheduling algorithm;
Use case design|> Data flow documentation;
* Error handling

procedures
 Configure all * Local utility
Interval + Configuration interface; (intervals; intervals;
configuration |+ Supported intervals list |+ Verify execution * DSO
accuracy requirements
o . 30.-day continuous |, Network
* Historical performance  |test; e
Success rate data: conditions;
o ata; * Success rate
(98%) . . o * Local meter
* Reference site metrics  |calculation; types

* Failure analysis
* Validation accuracy [+ Moldova data
test; formats;

* Error detection rate |* Local standards

+ Validation rules design;

Data validation | Data quality checks

UC-002: On-demand meter reading

Evidence required at Offer Acceptance (handover) test

evaluation stage method
* Ul mockups;
UI/API design * API specifications;
» User workflows

* Ul usability testing;
* API functional testing

Priority handling |° Priority algorithm; * Priority verification;
y 9 | Queue management design * Queue behavior under load
Response time * Network optimization design; * Response tlme
o measurement;
(<30s) » Performance projections « Various load conditions
* Retry logic documentation; * Retry behavior testing;

Retry mechanism |, Configuration options * Success after retry




UC-003: Meter event processing

Evidence required at

Acceptance (handover) test

Offer evaluation stage method

Event detection capability for
power outages, tamper attempts,
voltage anomalies, meter cover
removal

» Event types catalog
with descriptions;

* Detection algorithm
documentation;

 Event priority
classification;

» Hardware/firmware
requirements;

* Reference
implementation
examples

» Generate each event type
on 50 meters;

* Verify 100% detection
rate;

* Measure detection latency;
* Test simultaneous events;

* Validate event accuracy

Real-time event transmission
from meter to HES with
guaranteed delivery

* Communication
protocol for events;

* Delivery guarantee
mechanisms;

* Retry logic
documentation;

* Buffer management
design;

* Network optimization
approach

» Disconnect/reconnect
network during
transmission;

* Verify event delivery under
poor signal;

» Test event buffer overflow;

* Measure transmission
time;

» Validate no event loss

Event processing and
categorization with configurable
rules engine

» Event processing
architecture;

+ Categorization rule
examples;

* Rule engine
capabilities;

» Performance
specifications;

* Customization
procedures

» Configure 20
categorization rules;

* Process 10,000
events/hour;

*» Test rule conflicts
resolution;

* Verify processing
accuracy;,

* Measure categorization
time

Automated action triggering
based on event types and
severity

» Action framework
documentation;

* Trigger condition
examples;

» Configure actions for each
event type;

» Test action execution
timing;




Evidence required at Acceptance (handover) test

Offer evaluation stage method

» Workflow engine * Verify workflow

design; completion;

* Integration * Test escalation scenarios;
mechanisms;

+ Validate action logging
* Escalation procedures

* Logging architecture
design; * Generate 1,000 events
across types;

* Audit trail
Event logging with complete specifications; * Verify complete audit trail;
audit trail and notification * Notification channels | Test notification delivery;
distribution supported;

* Check log integrity;

* Distribution rules « Validate search

engine, capabilities

* Retention policies

+ Correlation algorithm

design; » Simulate area-wide

outage;

* Topology awareness

approach; * Verify correlation
Event correlation for outage " accuracy;

* Pattern recognition
management and root cause _

. methods; * Test root cause
analysis : e
. . identification;

* Integration with

GIS/ADMS; * Measure analysis time;

* Visualization + Validate visualization

capabilities

9.2 Remote control use cases

UC-004: Remote disconnect/reconnect

Acceptance
(handover) test
method

Critical
considerations

Evidence required at
Offer evaluation stage

» Authentication flow;

* Authorization matrix; Moldova regulations
* Audit trail design; compliance
* Encryption methods

Security design




Acceptance
(handover) test
method

Critical
considerations

Evidence required at

Offer evaluation stage

* End-to-end
execution;

« State verification;
* Failure scenarios
* MFA functionality
test;

* Bypass prevention
» Confirmation
timing;

* Reliability testing

» Command sequence
diagram;

» State management;
* Rollback procedures

Safety procedures

Command flow .
required

Multi-factor
authentication

* MFA implementation;
* Integration options

Mandatory for critical
operations

Confirmation
process

UC-005: Load limitation

* Confirmation protocol;

 Timeout handling Legal requirements

Evidence required at Offer
evaluation stage
« Control algorithm;
* Threshold management;
* Override capabilities
* DR program support;
* Event handling;
» Customer opt-out
* Real-time monitoring design;
* Alert mechanisms

Acceptance (handover) test

Aspect method

* Threshold enforcement;
* Accuracy verification

Load control
design

* DR scenario testing;

DR integration » Multi-meter coordination

* Monitoring accuracy;

Monitoring « Alert delivery

9.3 Configuration management use cases

UC-006: Firmware update

Acceptance
(handover) test
method

Evidence required at

Aspect Offer evaluation stage

Risk mitigation

* FOTA architecture; * Update execution;

Update . ] ] Mandatory
rocess * Version management; » Success rate; rollback capabilit
P * Rollback design * Rollback testing P y

Batch  Batch 3|zmgllo.g|c;. . * 1000 me’Fers/ho.ur; Phased rollout
* Network optimization; * Network impact; :
management . . . : required
* Progress tracking * Failure isolation
* Pre/post validation; + Validation accuracy;
Validation * Integrity checks; » Meter functionality;  |Critical for stability
» Compatibility matrix * No service disruption

UC-007: Time syncronization

Periodic time drift monitoring with
configurable check intervals

Evidence required at
Offer evaluation stage

 Time monitoring
architecture;

Acceptance (handover)
test method




Evidence required at

Offer evaluation stage

Acceptance (handover)
test method

* Drift detection algorithms;
» Configurable parameters;
» Threshold specifications;

« Alert mechanisms

» Configure various
check intervals;

* Measure drift detection
accuracy;

 Test threshold alerts;

* Verify monitoring
overhead

Automated synchronization
command generation and
distribution

* Command generation
logic;

* Distribution mechanisms;
* Priority handling design;

* Batch processing
capability;

* Network optimization

* Synchronize 10,000
meters;

* Test batch
synchronization;

* Measure command
distribution time;

* Verify priority handling;

» Test under network
load

Device clock update with minimal

service disruption

* Clock update procedures;
* Service continuity design;
* Data integrity measures;
* Rollback mechanisms;

* Impact mitigation
strategies

» Update clocks on
active meters;

* Verify no data loss;

* Test during data
collection;

* Measure service
disruption;

» Validate data
continuity

Synchronization logging and
compliance reporting

* Logging framework
design;

» Compliance report
templates;

+ Audit trail specifications;
» Success/failure tracking;

* Historical analysis tools

* Review 30-day sync
logs;

» Generate compliance
reports;

* Verify log
completeness;

* Test failure tracking;

* Validate analytics




Evidence required at

Offer evaluation stage

Acceptance (handover)
test method

Time accuracy maintenance < 1
second across all devices

* Accuracy assurance
methods;

* NTP server architecture;

* Network latency
compensation;

 GPS integration (if any);

 Accuracy monitoring
design

* Measure accuracy on
1,000 meters;

* Test over 30 days
continuous;

* Verify <1 second
deviation;

» Test DST transitions;

» Validate under load

Daylight Saving Time (DST)
transition handling

* DST handling
procedures;

+ Data continuity approach;
* Billing impact mitigation;
« Communication protocols;

* Testing procedures

» Execute spring
transition;

» Execute fall transition;

* Verify no data
gaps/overlaps;

* Test billing continuity;

 Validate event
handling

9.4 Security management use cases

UC-008: Key rotation

Evidence required at Offer

Acceptance (handover) test

R evaluation stage method
Ke * Key lifecycle design; * Key generation test;
ma¥1a ement * HSM integration (optional); » Distribution success;
9 * Key distribution protocol * No service interruption
. * Policy documentation; » Schedule execution;
Rotation ; o ) .
» Automation design; « Completion tracking;
schedule : . .
* Exception handling * Failure recovery
* Audit log design; * Audit completeness;
Audit trail * Retention policy; * Log integrity;
» Compliance mapping » Compliance verification

9.5 Analytics and reporting use cases

UC-009: Energy balance calculation

Evidence required at Offer /Acceptance (handover)

evaluation stage
* Algorithm documentation;
 Accuracy projections;
* Loss categorization

test method
» Calculation accuracy;
 Performance testing;
» Result validation

Moldova
specifics

Local loss
factors




Evidence required at Offer |/Acceptance (handover) Moldova

Aspect

evaluation stage test method specifics
. I » Aggregation testing;
Aggregation D_ata model des!gn: * Large-scale Network
: * Hierarchy handling; i
logic , o performance; topology
 Time synchronization
» Data completeness
* Report templates; * Report accuracy;
R:r?:gtion » Scheduling options; » Generation time; Eﬁggfgory
9 * Distribution methods * Format validation

10. MDMS FUNCTIONAL REQUIREMENTS

10.1 Data collection and storage

S —— Evidence required Acceptance Moldova
Req ID quirem at Offer evaluation | (handover) test N
description customization
stage method
* Scheduler  Configure
MDMS- Automatic architecture schedules
downloading with |* Configuration * Verify execution |Local time zones
FR-001 . .
scheduling interface » Performance
» Database design under load
» Supported
MDMS- |Multiple collection [frequencies list Configuration DSO
FR-002 (frequencies » Configuration verification only requirements
documentation
* Integration * Test with 2+ HES
MDMS- Multiple HES ~ [2rchitecture systems Local HES
. . * Protocol support + Data consistency
FR-003 |integration systems
* Past » Performance
implementations impact
« Storage
« Storage architecture verification
MDMS- |18 months live + 6 : * Archive/retrieve |Regulatory
. * Archival strategy .
FR-004 |years archive o ; test requirements
» Sizing calculations P
» Performance
impact
MDMS- [Interval and scalar] Data modgl Data type Local data
documentation o e
FR-005 |[data L verification formats
* Type definitions
* Timestamp
i , * Timestamp accuracy .
VOVS puomate - methodology +DSThandiing ~ |o00va fime
ping » Time zone handling |* End-of-interval
verification
» Unit conversion * Unit verification
MDMS- - Standardized design » Conversion Local standards
FR-007 |units  Standards
. accuracy
compliance




FR-008

Requirement
description

Duplicate
handling

stage

* Deduplication

algorithm
* Performance

Evidence required
at Offer evaluation

Acceptance
(handover) test
method

Moldova
customization

* Duplicate

impact
testing

scenarios
* Data integrity
» Performance

Network
conditions

10.2 Data validation, estimation and editing (VEE)

Req ID

MDMS-
FR-009

Requirement
description

Configurable
validation rules

Evidence

required at Offer (handover) test

evaluation stage

* Rule engine
design

* Rule templates
» Configuration Ul

Acceptance

method

* Rule
configuration
* Validation
accuracy

» Performance
impact

Critical aspects

Validation rules must be
configurable by the
beneficiary staff, avoiding
dependence on Supplier
technical implications after
roll-out in production
environment

* Audit trail design

* Detection
* Detection accuracy
MDMS- |Anomaly algorithms * False positive Local consumption patterns
FR-010 [flagging * Reason code [rate
catalog * Alert
generation
« Edit
. functionality
MDMS- Manual editing |" Cait Workflow 15y ¢

Regulatory compliance

« Validation points

FR-011 |with audit . completeness
* Security controls N
* Authorization
testing
* Algorithm  Estimation
documentation  [accuracy
MDMS- |Estimation * Accuracy * Various Local patterns
FR-012 |algorithms projections scenarios P
* Historical » Performance
methods testing
MDMS- |Status code [ Status model g?tg?titr:a(:kmg Status definitions
FR-013 |maintenance |+ Transition rules P 9
accuracy
» Update
MDMS- Automatic |, opdatelogic jscenarios g
* Trigger  Data integrity |Update policies
FR-014 [updates . e
mechanisms * Notification
testing
. : * Checksum :
MDMS- Data integrity * Integrity o .
FR-015 lchecks methods verification Critical for billing




Requirement Evidence Acceptance
Req ID d . .- required at Offer (handover) test Critical aspects
escription -
evaluation stage method
* Error detection
rate
* Installation
* Check meter process
MDMS- [Check meter |model * Variance Quality assurance
FR-016 [support * Variance reporting y
calculation * Alert
thresholds

10.3 Data processing and transformation

Req ID

Requirement

Evidence required at

Acceptance (handover)

description

Offer evaluation stage
* Provisioning workflow

test method
» Add/update/delete tests

MDMS- Meter provisioning + Automation design * Bulk operations
FR-017 . : .
* Integration points * Error scenarios
. : . * Spring/fall transitions
MDMS- DST correlation D.ST h_andllng logic « Data continuity
FR-018 * Historical approach .
» Reporting accuracy
MDMS- . « Calculation methodology | Monthly calculations
Unbilled energy calc o . * Accuracy verification
FR-019 » Accounting integration SN
» Reconciliation
» Configurable detection || b . o0 accurac
MDMS- Anomaly detection algorithms * False positive ratey
FR-020 y « ML models (if used) POSItY
* Response time
* Threshold management
MDMS- * Detection patterns * Known fraud scenarios
Fraud detection * Alert mechanisms * Detection rate
FR-021 . .
* Case studies * Investigation tools
. . « Various aggregations
MDMS- . » Aggregation engine .
FR-022 Aggregation/trends |, Statistical methods Peﬁormance_qt sqale
 Accuracy verification
MDMS- « Community model « Community scenarios
Energy communities |* Settlement algorithms » Settlement accuracy
FR-023 : : :
» P2P trading logic * Scale testing
MDMS- * TOU engine design  Rate application
FR-024 TOU processing * Rate structures * Transition handling

» Calendar handling

* Billing accuracy

10.4 Meter and asset management



Req ID Requirement description

MDMS-
FR-025

Complete device lifecycle
management from
registration to
decommissioning

Evidence required at Offer
evaluation stage

* Lifecycle workflow
documentation

« State transition diagrams
* Business rules for each
stage

* Integration with
procurement/disposal

* Audit trail mechanisms

Acceptance
(handover) test
method

* Register 500 new
meters

* Move 100
through all
lifecycle stages
* Decommission
50 meters

* Verify data
retention

* Test workflow
automation

* Create 1,000
meter-consumer

» Data model for links
location/consumer * Test location
Maintain meter location and |* Relationship management |updates
MDMS- . . : .
FR-026 |consumer relationship des_lgn . _ . Vel_’lfy o
information * Historical tracking approach |relationship history
 Data validation rules * Test bulk
* Integration with CMS/GIS  |updates
* Validate data
integrity
* Track 500 meters
« Status tracking architecture for.30 days
L . » Simulate status
* Communication equipment
changes
Track meter status and model . .
MDMS- - : : * Verify equipment
communication equipment | Real-time update .
FR-027 . ) . tracking
from installation date mechanisms
. * Test alert
« Status change triggers .
generation

* Reporting capabilities

+ Validate reporting
accuracy

* Historical data model design

* Review 2-year
history simulation
* Test location
change tracking

Complete in-service history |+ Location change tracking [ Verify date
MDMS- |. : . )
including location * Date/time stamp approach |accuracy
FR-028 : : g
references with dates * Data retention policies * Query
* Query optimization performance
testing
* Export history
validation
» Damage categorization - Report 50

MDMS-
FR-029

Support for meter damage
and deterioration reporting

schema

* Reporting interface design
» Workflow integration

* Photo attachment capability

damage cases
* Test severity
classification




Req ID Requirement description

Evidence required at Offer
evaluation stage

* Mobile app support

Acceptance
(handover) test
method

* Verify workflow
triggers

* Test photo
attachments

* Validate report
generation

MDMS-
FR-030

Device inventory
management (in-use and in-
stock)

* Inventory management
design

» Warehouse integration
approach

* Stock level monitoring

* Procurement triggers

* Reconciliation procedures

* Manage 10,000
device inventory
*» Test stock
movements

* Verify location
tracking

» Test low stock
alerts

* Validate
reconciliation

* Module-meter relationship

» Associate 1,000
modules
» Test module

model swapping
MDMS- Relationship track_ing . . A§sociation/disassociation . Verif_y history
FR-031 between communication logic _ o _ retention
modules and meters * Version compatibility matrix |» Test bulk
* Historical tracking design  |[operations
* Bulk update capabilities * Validate
compatibility
checks
* Track 100

MDMS-
FR-032

Historical tracking of device-
transformer relationships

* Transformer relationship
model

* Network topology integration
* Historical change tracking

* Load calculation impact

* Reporting capabilities

transformer areas
* Test relationship
changes

* Verify historical
accuracy

* Test load
calculations

« Validate topology

updates

10.5 Integration and Interoperability

Requirement description

Common Information Model

(CIM) support per IEC
61968-9

Evidence required at
Offer evaluation stage

* CIM compliance
documentation

» Data model mapping
» Message format
examples

Acceptance
(handover) test
method

» Validate CIM
message formats
* Test data model
compliance




Req ID

Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test
method

» Validation tools used |+ Verify message
* Certification evidence |exchange
» Check standards
adherence
* Interoperability
testing
. Int_egratlon architecture |, Sync 10,000 meter
design e readings
» Synchronization T .
: * Test real-time
Real-time data mechanlsms. updates
MDMS- svachronizati ith Bill » Data mapping - Verifv dat
FR-034 Y ization With BIHING 45 cumentation erity data
systems « Error handling consistency
* Measure sync
procedures latency
» Performance T
A  Test error recovery
specifications
* CMS integration * Sync 5,000
architecture customer records
* API specifications * Test bi-directional
MDMS- |Integration with Customer ;rli)srt:ai)r/}nchronlzatlon :JF\)/de?;[g/Sdata integrity
FR-035 [Management System (CMS) | Master data . Test conflict
management scenarios
+ Conflict resolution + Validate business
design rules
* ADMS interface
specifications * Exchange
* Real-time data operational data
exchange design * Test event
MDMS- |Integration with ADMS  Event correlation correlation
FR-036 |technological platforms approach * Verify topology sync
* Network model * Measure latency
synchronization * Test failover
» Performance scenarios
requirements
* Publish 100,000
» Market interface daily reads
specifications * Verify format
. . » Data format compliance |compliance
'I\:AIIRD 'E)A3S7' (I;Aquet system mtegrgtlop for, Publication scheduling | Test schedule
- aily meter read publication .
design adherence
« Validation procedures | Validate data
* Retry mechanisms accuracy
* Test error handling
* Asset system .
MDMS- |Asset management platform |integration design reSCB(/)rr]g;’OOO asset
FR-038 |interoperability  Data synchronization

approach

» Test work order flow




Req ID

Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test

» Work order integration
* Asset lifecycle
coordination

* Master data alignment

method
» Verify lifecycle
updates
* Test data
consistency
* Validate workflows

* GIS interface
specifications
* Coordinate system

* Validate 5,000
meter locations
» Test coordinate

support accuracy
MDMS- |GIS integration for location bP * Verify network
* Network model
FR-039 |and network topology ; topology
mapping
) 7. * Test map
* Visualization . L
capabilities visualization
. » Check update
» Update mechanisms .
propagation
» Simulate 50 outage
* OMS integration events
architecture * Test correlation
 Event correlation logic |accuracy
MDMS- |Integration with OMS for * Real-time data * Verify customer
FR-040 |outage correlation exchange impact
» Qutage prediction * Measure detection
models time

* Restoration tracking

» Test restoration
updates

10.6 Reporting and analytics

Req ID

MDMS-
FR-041

Requirement description

Energy consumption
reports by various
aggregation levels

Evidence required at
Offer evaluation stage

* Report template samples
» Aggregation level options
(hourly, daily, monthly,
yearly)

» Grouping capabilities (by
area, customer type,
voltage level)

* Performance
specifications

* Export format options

Acceptance
(handover) test
method

» Generate reports for
100,000 meters

* Test all aggregation
levels

* Verify calculation
accuracy

* Measure generation
time

* Test export formats

MDMS-
FR-042

Peak demand analysis
and reporting

* Peak detection algorithms

* Demand calculation
methods

* Time period
configurations

* Analyze 30 days of
demand data

* Verify peak
identification accuracy
* Test multiple time

windows




Req ID Requirement description

Evidence required at
Offer evaluation stage

» Coincidence factor
analysis
* Visualization examples

Acceptance
(handover) test
method

+ Validate against
manual calculations
* Test report
scheduling

* Billing report templates
* Format customization

» Generate billing for
50,000 accounts
» Test format

Billing summar options configurations
MDMS- ene?ation withy » Multi-language support  |» Verify calculation
FR-043 [9°NS * Calculation rule accuracy
configurable formats :
documentation * Test language
* Integration with billing options
systems  Validate system
integration
* Generate all
* Regulatory report regulatory reports
inventory * Verify compliance
* Moldova-specific with formats
MDMS- |Regulatory compliance  templates * Test submission
FR-044 [reporting capabilities * Automated submission  |mechanisms
capabilities * Validate data
« Validation rules accuracy
* Archive procedures » Check archive
retrieval
. * Identify 1,000 non-
* Non-communication L
. : communicating
detection logic
e meters
* Reconciliation procedures I
I : . * Test reconciliation
Reconciliation reports for |+ Exception handling
MDMS- non-communicatin design process
FR-045 9 9 . « Verify manual data
meters * Manual reading . ,
. . integration
integration .
. » Generate exception
* Trend analysis
capabilities reports
* Validate accuracy
» Calculate losses for
* Loss calculation 10 feeders
methodology » Compare technical
Technical and non- * Network model integrationjvs non-technical
MDMS- , , * Baseline establishment  |» Verify calculation
technical loss calculation
FR-046 reports procedures accuracy
P * Anomaly detection * Test anomaly
algorithms detection
* Visualization capabilities |» Validate against field
data
s * Process 10,000 PQ
MDMS- |Power quality event . Eﬁ ggiggc(?;emgc:ir;a;on events
FR-047 [reporting and analysis P » Generate

mapping

compliance reports




Req ID Requirement description

Evidence required at
Offer evaluation stage

« Statistical analysis
methods

* Trend identification
* Report template
examples

Acceptance
(handover) test
method

* Verify statistical
accuracy

* Test trend analysis
* Validate
visualizations

MDMS-
FR-048

Configurable ad-hoc
reporting capabilities

* Report builder interface
design

* Available data fields
catalog

* Query optimization
approach

» User permission model
* Performance limitations

* Create 20 custom
reports

* Test complex
queries

* Verify data access
controls

* Measure query
performance

* Test report sharing

10.7 Event management and alarm handling

Req ID Requirement description

Evidence required at

» Qutage detection

Offer evaluation stage

Acceptance
(handover) test
method
» Simulate 100 outage

scenarios

algorithms : + Verify detection
* Last gasp processing
e . |design accuracy
MDMS- |Identification and processing * Test customer
* Topology awareness |. .
FR-049 |of power outage events impact calculation
approach :
: * Measure detection
* Customer impact
calculation Iaten.cy
* Integration with OMS ) Vallda.te OMS
integration
* Generate 500
* Tamper event types tamper events
catalog * Test detection
* Detection rule reliability
MDMS- [Tamper detection and alert |configurations * Verify alert
FR-050 |generation * Alert priority matrix generation
* Notification channel * Measure notification
options speed
* False positive handling | Test false positive
filtering
* Pattern detection * Analyze 10,000
algorithms meter patterns
* Baseline calculation * Test anomaly
MDMS- |Abnormal consumption methods detection accuracy
FR-051 |pattern detection * Threshold configuration| Verify threshold
options effectiveness

* Machine learning
capabilities

» Measure detection
latency




ReqID Requirement description

Evidence required at
Offer evaluation stage

* Investigation workflow

Acceptance
(handover) test
method
* Validate
investigation tools

* Escalation rule engine

» Configure 50
escalation rules

design * Test time-based
Confiaurable event * Notification channel triggers
MDMS- escalgtion and notification integration * Verify role-based
FR-052 » Time-based escalation |routing
rules . s
logic » Test notification
* Role-based routing delivery
* Override mechanisms | Validate override
functions
- PQ event type * Process 1,000 PQ
o events
definitions « Verify event
» Threshold y ev
Support for voltage sags configurations classification
MDMS- spikes, and power ualit’ ¢ Duration trackin " Test threshold
FR-053 [>P€S, and powerqualty Ho 9 detection
events capabilities M :
. e . * Measure processing
* Severity classification time
* Impact assessment , .
* Validate impact
methods .
calculations
+ Correlation engine * Test 50 multi-meter
architecture scenarios
* Spatial correlation * Verify correlation
algorithms accuracy
MDMS- |Event correlation across » Temporal correlation | Test root cause
FR-054 |multiple meters methods identification
* Root cause analysis  |* Measure correlation
approach time
* Visualization * Validate
capabilities visualization tools
. » Generate 100,000
» Event logging
) event logs
architecture . .
: . * Verify user action
* User action tracking trackin
MDMS- |[Complete event logging with |design . Test gudit trail
FR-055 |user tracking + Audit trail specifications

* Log retention policies
» Search and filter
capabilities

completeness

* Validate search
functionality

* Check log integrity

10.8 Customer interface and services




Req ID

Requirement
description

Evidence required at
Offer evaluation stage

 Portal architecture
documentation
* UI/UX design mockups

Acceptance
(handover) test
method
* Test with 1,000
concurrent users
* Verify data display

* Responsive design accuracy
MDMS- |Customer web portal for » Test on multiple
) , L approach
FR-056 |consumption viewing B I browsers
* Browser compatibility | Measure page load
matrix ,
» Performance tlmes_, .
e * Validate responsive
specifications design
* Mobile app architecture
* Platform support
ous. [ooleappicalon - (03da0) | bocmentaton e
FR-057 PP parity only (Optional feature)
access portal
* Offline capabilities
 Security implementation
+ Visualization technology ;nIZItSe;?Lay curves for 300
stack * Verify real-time
* Data refresh updates
MDMS- |Real-time consumption |mechanisms . Pl'est Zoom/oan
FR-058 [curve visualization * Chart types and options functionality P
) Pgrfprmgnce * Measure rendering
optimization performance
+ Data granularity options | Validate data accuracy
» Compare multiple time
. : periods
» Comparison logic « Test various
??_?rl:]ger;tﬁélg r;election comparison modes
MDMS- [Historical consumption o tionsp * Verify calculation
FR-059 |comparison features bl N accuracy
* Visualization methods |/ Test data export
« Statistical calculations . P
o functions
* Export capabilities . Validate user
experience
* Calculation display * Display calculations for
methodology 500 accounts
Enerav calculation * Tariff breakdown « Verify tariff application
MDMS- transg};renc for presentation * Test language
FR-060 custoFr)ners y * Multi-language support [switching
* Help/explanation + Validate accuracy
features » Check regulatory
* Regulatory compliance |compliance
* Alert configuration .
MDMS- [Configurable alerts for |interface Ci?gg]ge‘leggg
FR-061 |consumption thresholds |* Threshold types

supported

* Test threshold triggers




Req ID

Requirement
description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test

* Notification channels
* Alert history tracking
* Customization options

method
« Verify notification
delivery
* Test alert
management- Validate
alert history

MDMS-
FR-062

Self-service features for
basic account
management

* Self-service functionality

list

 Security considerations
* Integration with
CRM/billing

» Workflow automation

» User experience design

Documentation review
only (Optional feature)

10.9 Security and access control

Req ID

Requirement

Evidence required at

Acceptance (handover)

description

Offer evaluation stage
* Key management
architecture
* Certificate lifecycle

test method

* Create and manage
100 certificates
* Test key rotation

MDMS- |Management of security |procedures process
FR-063 |keys and certificates * Storage security » Verify secure storage
measures * Test recovery
* Rotation policies procedures
* Recovery procedures |* Validate expiry handling
 Configure 20 different
* RBAC model roles
documentation * Test permission
MDMS- Role-based access * Permission matrix inheritance
FR-064 contrpl v_wth granular * Role hle_rarchy delsllgn . Ver_lfy_ access
permissions * Delegation capabilities |restrictions
* Integration with * Test delegation
AD/LDAP functions
* Validate AD integration
* Audit logging » Generate 10,000 audit
architecture entries
» Events captured list * Verify completeness
MDMS- |Complete audit trail for all |» Storage and retention | Test search
FR-065 |[system activities design functionality
» Search capabilities * Validate tamper
» Tamper protection protection
measures » Check retention policies
* MFA implementation |* Test all MFA methods
options * Verify enroliment
MDMS- Multi-factor authentication |* Supported factors process
FR-066 |[support (SMS, TOTP, etc.) * Test bypass procedures

* Enroliment procedures
* Bypass mechanisms

+ Validate security
strength




Requirement Evidence required at Acceptance (handover)

Req ID

description Offer evaluation stage test method
* Integration capabilities |* Check user experience
* Encryption architecture

« Algorithm » Verify encryption
S e%ifications implementation
-FP)(e management * Test data recovery
MDMS- |Data encryption atrest | y manag * Measure performance
. . integration .
FR-067 |and in transit : impact
* Performance impact | Validate key
?r(]:e:)l)rﬁlsl’iance management
P : » Check compliance
documentation
* Session architecture .
desian * Test session
19 , : creation/termination
« Timeout configuration | Verify timeout
MDMS- |Session management options : enforcement
: » Concurrent session
FR-068 |and timeout controls . * Test concurrent
handling .
» Session persistence sessions .
« Validate persistence
approach

» Security considerations| Check security controls

+ Data privacy

* Test data export

documentation .
functions
* Personal data .
_ inventory * Verify erasure
MDMS- |GDPR compliance for . Consent management procedures
FR-069 |personal data handling design 9 » Check consent tracking

* Validate retention
policies
 Test anonymization

* Data retention policies
* Right-to-erasure
procedures

10.10 Scalability and performance

Acceptance
(handover) test
method
* Load test with 100 K
» Scalability architecture |meter data
* Resource calculations |+ Verify system stability
MDMS- |Support for minimum 100 |» Database sizing model |* Monitor resource

Evidence required at

Req ID Requirement description Offer evaluation stage

FR-070 |K meters * Reference usage
deployments * Test all functionalities
» Growth projections * Measure performance
metrics
* Processing architecture|* Process minimum 10M
Process minimum410 * Throughput readings/24 hours
MDMS- . . calculations * Monitor processing
FR-071 million meter readings per |, Parallel processin rates
day . 9 , . .
design * Verify data integrity

* Queue management | Test error handling




Requirement description

Evidence required at
Offer evaluation stage

* Performance
benchmarks

Acceptance
(handover) test
method
* Measure resource
usage

Sub-second query

* Query optimization
strategy
* Indexing approach

* Query 10,000 random
meters

» Measure response
times

MDMS- response for individual » Caching mechanisms |» Test under load
FR-072 : .
meter data * Database tuning conditions
» Performance test * Verify cache
results effectiveness
« Validate consistency
* Batch architecture
design .p -
 Job scheduling rocess minimum
L 100K meter batches
Batch processing capabilities * Test job scheduling
MDMS- e » Parallel processing :
capabilities for large : * Verify parallel
FR-073 options :
datasets . execution
* Error handling
) * Test error recovery
mechanisms * Measure throughput
» Performance ghp
specifications
» Scaling architecture
documentation » Add processing nodes
* Node addition * Verify load distribution
procedures * Test performance
MDMS- |Horizontal scaling support |* Load distribution improvement
FR-074 |for future growth design + Validate data
« Data partitioning consistency
strategy * Check service
» Zero-downtime continuity
approach
* Partitioning strategy  |* Implement partitioning
documentation scheme
« Partition key selection |» Test query
MDMS- |Database partitioning for |* Maintenance performance
FR-075 |performance optimization |procedures * Verify maintenance
* Query optimization operations

approach
* Archive strategy

* Test archive/retrieval
* Validate improvements

11. METERING POINT PROFILE

11.1 Core metering point data




Requirement description

Evidence required at
Offer evaluation stage

» National ID format

Acceptance
(handover) test
method
» Validate 10,000 ID
formats

specification . -
+ Validation algorithm al—:j:acéhec;k digit
MPP- Unique Metering Point ID with |[documentation acy
. * Verify uniqueness
001 [format per national standards |+ Character set support
- . enforcement
* Check digit calculation
: * Test error messages
* Error handling .
» Check duplicate
procedures .
prevention
;(Ier;tie%ratlon architecture | Test registry
. APQI] specifications ?%r;r;%cat:;it%/ 000 IDs
MPP- (Integration with National * Authentication . .
- e . » Test offline scenarios
002 |Registry for ID validation mechanisms :
o * Verify sync
» Data synchronization
approach procedures _
+ Offline validation fallback | Mk error handiing
* Import 5,000
addresses
» Address data model « Verify field
» CMS integration design |completeness
MPP- |Complete address informationjs Field mapping * Test special
003 |[from CMS metadata documentation characters
« Validation rules * Validate against
* Multi-language support |CMS
» Check language
handling
* Voltage classification ) CIassn‘y 1,000
connections
schema * Test validation rules
MPP- |Connection voltage level * Validation rules per level |, Verifv cateqorization
004 |classification (HV/MV/LV) * Default assignment logic lodic y 9
» Change tracking design 9
* Reporting capabilities » Test bulk updates
* Validate reporting
* Sync 5,000 power
* Power data model values :
L * Test unit conversions
* CMS synchronization e
: : : * Verify historical
MPP- |Contracted power information [design trackin
005 (from CMS * Unit conversion handling ng .
e . + Validate against
* Historical tracking limits
* Validation thresholds » Check update
propagation
spig ooce format + Test EIC code
MPP- [EIC Code support where  Validation alaorithm validation
006 |applicable 9 * Verify optional

* Optional field handling
* Integration requirements

handling




Acceptance
(handover) test
method
* Display formatting * Test format
compliance
» Check integration

points
* Validate displays

Evidence required at
Offer evaluation stage

Requirement description

11.2 Customer classification

Req Evidence required at FEEEHEIEE
Requirement description . (handover) test
ID Offer evaluation stage
method
 Category definitions * Classify 10,000
customers
document \ . ,
+ Classification rules ) Tes_t migration logic
MPP- |Customer category: Household, « Miaration from legac * Verify category
007 |Public Service, Non-household 9 gacy rules
codes .
. * Test reporting
* Reporting structures
accuracy

» Change procedures - Validate changes

* Classify 500 RES

* RES classification

o customers
criteria
. * Test status
* Regulatory compliance "
e . transitions
RES classification: Prosumer, |mapping . .
MPP- | » Verify compliance
008 Eligible Producer, Energy « Status change rules
Community workflows
: , » Test market
* Integration with market |. .
svstems integration
ystems . - Validate
» Certification tracking e
certifications

* Record 200
» Capacity data model |producer capacities

* Validation ranges * Test validation
MPP- |Installed power capacity for * Unit specifications limits
009 |producers » Change authorization |» Verify unit handling
workflow * Test change
* Audit trail design workflows

» Check audit trails
* Assign 1,000
evidence types
* Test assignment

* Evidence type
definitions
» Assignment rules

MPP- |Evidence type: Commercial or | IMbact on brocesses rules
010 |Technical pact on p * Verify process
* Reporting .
categorization Impacts
* Test reporting

» Change restrictions * Validate restrictions

11.3 Meter information



Req ID

Requirement
description

Evidence required at Offer
evaluation stage

Acceptance (handover)
test method

* Meter model catalog
* AMS integration interface

 Import 500 meter
models

MPP- |Meter model « Model validation rules * Verify model accuracy
011 information from AMS o : * Test capability mapping
+ Capability mapping L
» Update synchronization » Check synchronization
P y * Validate updates
* Track 10,000 serial
» Serial number format specs |numbers
MPP- Meter serial number |- Uniqueness enforcement . Tes.t uniqueness
: » Manufacturer mapping « Verify manufacturer
012  [tracking ) ) .
* Duplicate handling links
» Search capabilities * Test duplicate detection
* Validate searches
* Set validity for 5,000
« Validity period rules meters
MPP- |Metrology term validity * Alert generation Ieglc . Tes.t expiry elerts
* Regulatory compliance * Verify compliance
013 |dates :
* Extension procedures checks
* Reporting capabilities » Test extensions
» Generate reports
. . . * Track 1,000 firmware
* Version tracking design versions
) . |* HES synchronization
MPP- |Meter firmware version , ! . * Test HES sync
* Version comparison logic : )
014  [from HES . * Verify comparisons
» Update history :
» Compatibility matrix » Check history
*» Test compatibility
» Configure 500 meters
* Parameter catalog
+ Configuration templates  Test parameter
MPP- |Meter configuration 2 validation
« Validation rules
015 parameters * Apply templates

» Change tracking
* Bulk update capabilities

* Track changes

* Test bulk updates

11.4 Transformer information

Req
ID

MPP-
016

Requirement description

Current transformer (CT)
model and serial number

Evidence required at
Offer evaluation stage

* CT catalog structure

* Serial number format

* Manufacturer database
» Association rules

* Replacement tracking

Acceptance
(handover) test
method

* Record 200 CT
installations
* Test serial validation
* Verify associations
* Test replacements
» Check tracking

MPP-
017

CT metrology term tracking

* Metrology period rules
» Certification tracking

* Alert mechanisms

» Compliance reporting

» Extension procedures

* Track 200 CT terms
* Test alert generation
* Verify compliance

* Test extensions

» Generate reports




Req
ID

MPP-
018

Requirement description

Voltage transformer (VT)
model and serial number

Evidence required at
Offer evaluation stage

* VT catalog structure
* Serial format specs
* Quality tracking

* Installation records
* Maintenance history

Acceptance
(handover) test
method
* Record 100 VT
installations
 Validate serials
* Test associations
* Track maintenance
» Verify history

MPP-
019

VT metrology term tracking

* VT metrology rules

* Synchronization with CT
» Combined reporting

* Alert coordination

* Regulatory compliance

* Track 100 VT terms
* Test synchronization
» Verify reporting

* Test alerts

» Check compliance

MPP-
020

Transformer ratio
configurations

» Ratio calculation rules
» Standard ratio library
* Custom ratio support
* Validation constraints

* Impact on calculations

» Configure 200 ratios
* Test calculations

* Verify standards

* Test custom ratios

* Validate impacts

11.5 Communication information

MPP-
021

Requirement description

Communication technology type

(PLC/IP/Serial/Cellular)

* Selection criteria
* Performance
characteristics

* Migration paths
* Reporting
categorization

Evidence required at
Offer evaluation stage

* Technology catalog

Acceptance
(handover) test
method

» Classify 1,000
devices

* Test type
assignment

* Verify
characteristics

* Test migrations
» Check reporting

MPP-
022

* Record 1,000

Communication device model
and serial number

* Device catalog design
* Serial number formats
» Manufacturer mapping
» Compatibility matrix

* Lifecycle tracking

devices

 Validate serials

* Test compatibility
* Track lifecycle

* Verify mappings
* Assign 500 IP
addresses
m':ﬂigiﬁii t * Test both protocols
MPP- | - IPv4/IPv6 support | v erify DHCP
IP addresses for WAN interfaces , . integration
023 * DHCP integration .
: . » Test conflict
« Static assignment :
. . detection
* Conflict detection )
* Validate

assignments

MPP-
024

Communication device firmware
version

* Version tracking
schema

» Update coordination

* Track 500 firmware
versions
* Test update tracking




Requirement description

Evidence required at
Offer evaluation stage

» Compatibility checking
* Rollback tracking
* Alert mechanisms

Acceptance
(handover) test
method
* Verify compatibility
* Test rollback
records
» Check alerts

MPP-
025

Communication parameters and
settings

* Parameter catalog

» Technology-specific
settings

+ Validation rules

» Performance
optimization

* Bulk configuration

» Configure 500
devices

* Test parameter
validation

* Verify optimizations
* Test bulk updates

» Check performance

12. MDMS TECHNICAL SPECIFICATIONS

12.1 Architecture requirements

Req ID

MDMS-
T-001

Requirement
description

Service-oriented
architecture with clear
service boundaries

Evidence required at Offer
evaluation stage

* Service catalog
documentation

* Service interaction
diagrams

* API contracts between
services

* Service governance model
» Reference architecture
examples

Acceptance
(handover) test
method

Architecture
documentation review
only

MDMS-
T-002

Microservices support for
modular deployment

* Microservices architecture
design

* Service decomposition
strategy

» Container orchestration
approach

» Service mesh
implementation

* DevOps pipeline
documentation

Design documentation
review only (Optional)

MDMS-
T-003

Multi-tier architecture
(presentation, business,
data layers)

 Layer separation
documentation

» Component deployment
diagrams

* Inter-layer communication
protocols

* Deploy all
architectural layers
* Verify layer
independence

* Test inter-layer
communication




Req ID

Requirement
description

Evidence required at Offer
evaluation stage

 Security boundaries
definition
* Scalability per layer

Acceptance
(handover) test
method

+ Validate security
boundaries

* Check component
isolation

« Stateless design

» Test service

documentation statelessness
» Session management * Verify session
. . lapproach handlin
MDMS- |Stateless service design | State externalization * Test Ic?ad distribution
T-004 |[for scalability . .
strategy + Validate scaling
* Load balancing behavior
compatibility * Check failover
* Horizontal scaling design |impact
» Generate 10,000
events/hour
* Event architecture design |+ Verify event
» Event catalog and schemas|processing
MDMS- [Event-driven architecture |* Publishing/subscription * Test pub/sub
T-005 |for real-time processing |model mechanisms
» Event store implementation |* Measure processing
* Processing guarantees latency
* Validate event
ordering

12.2 Database requirements

Req ID

MDMS-
T-006

Requirement description

Enterprise RDBMS
compatibility (i.e. Oracle,

PostgreSQL, SQL Server)

Evidence required at

» Database selection
justification

* Performance
benchmarks

* HA/DR capabilities
* Migration tools
availability

Offer evaluation stage

Acceptance
(handover) test
method

* Install selected
RDBMS

* Verify enterprise
features

* Test performance
benchmarks
 Validate HA
configuration

» Check migration
tools

MDMS-
T-007

Time-series database
integration for meter data

 Time-series DB
selection

* Data retention
strategies

» Compression
algorithms

* Query optimization
techniques

» Store minimum 18
months meter data
* Test compression
ratios

* Verify query
performance

* Validate data
retention




Acceptance

Evidence required at (handover) test

Offer evaluation stage

ReqID Requirement description

method
* Integration * Test integration
architecture points
* NoSQL database
choice
MDMS- |NoSQL support for ::I(L)J:l?r::r?;tion Dogumentation _
T-008 |unstructured data review only (Optional)

» Data model design
+ Consistency model
* Integration approach

* Deploy database

* Clustering architecture cluster
, . * Test node failures
* Node configuration - Verify data
MDMS- |Database clustering for high |specs iy
o D replication
T-009 |availability * Replication strategy :
h ; * Measure failover
* Failover mechanisms |.
* Split-brain prevention time . .
* Test split-brain
scenarios
» Execute backup
» Backup strategy procedures
documentation * Test full restoration

» Recovery procedures |+ Verify backup

MDMS- - |Automated backup and  Backup scheduling  |integrity

T-010 |recovery procedures

design * Measure recovery

* Retention policies time

* Test restoration plans |+ Validate retention
policies

12.3 Integration specifications

Evidence required at FEEEHETIEE
Req ID Requirement description . (handover) test
Offer evaluation stage
method
* Validate OpenAPI
» Complete OpenAPI compliance
. specifications * Test all API endpoints
MDMS-T- SESJED'I%P&S with  API design guidelines  |» Verify documentation
011 P " * Versioning strategy accuracy
documentation

» Security implementation |» Test version handling
» Code generation tools |* Check code

generation
» WSDL specifications ) Dep loy SOAP
- Legacy system mapping | o oo
MDMS-T-[SOAP web services for | Security implementation |_ Test with legacy
012 legacy integration « Error handling design ~ [SY31emS
* Verify WSDL
» Performance ;
compliance

considerations .
* Test error scenarios




Req ID [Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test

method
» Measure performance

MDMS-T-
013

Message queuing (JMS,
AMQP, Kafka)

* Message queue
architecture

* Topic/queue design
* Message schemas
* Delivery guarantees
» Performance
specifications

 Configure message
queues

» Test message
delivery

* Verify guarantees

* Measure throughput
* Test failure scenarios

MDMS-T-
014

Batch file processing
(CSV, XML, JSON)

* File format specifications
* Processing workflows

* Error handling
procedures

» Performance
optimization

» Scheduling capabilities

* Process various file
formats

* Test large files
(>1GB)

* Verify error handling
* Measure processing
speed

* Test scheduling
features

MDMS-T-
015

GraphQL support for
flexible queries

* GraphQL schema design
* Query optimization
approach

 Security considerations

» Performance
implications

* Client library support

Documentation review
only (Optional)

12.4 Performance specifications

Req ID Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test

» Performance
architecture design

method
* Execute sustained
load test
* Process minimum

MDMS-T-|Process minimum 500K * Resource calculations |500K readings / hour
016 meter readings per hour * Bottleneck analysis * Monitor resource
» Optimization strategies |usage
» Reference benchmarks |+ Verify data integrity
* Test for 24 hours
* VEE engine + Submit 100K
architecture .
* Rule processing Eeﬁgg]sgusre VEE
MDMS-T-|VEE processing within 5 optimization .
. . , completion time
017 minutes of receipt + Parallel processing

design
* Queue management
* Performance metrics

* Test various rule sets
* Monitor queue depth
» Verify accuracy




Acceptance

Evidence required at (handover) test

Offer evaluation stage

Req ID Requirement description

method
, » Generate all standard
* Report engine
! reports
architecture .
. * Measure generation
* Pre-aggregation .
Report generation < 30 strategy time
MDMS-T- ; . * Test with full data
seconds for standard » Caching mechanisms
018 volume
reports » Standard report .
. * Verify report
inventory
accuracy
» Performance
o * Test concurrent
optimization
requests
- AP performance II\E/lxecute APl load test
design 'Measure response
MDMS-T-|API response time < 500ms|* Caching strategy times .
o A + Calculate percentiles
019 for 95% of requests » Database optimization .
. : * Test various
» Connection pooling .
+ Load distribution endpoints
* Monitor under load
» Session management |» Simulate 200+ users
design * Monitor session
* Resource allocation handling
MDMS-T-Support 200 concurrent model * Test user interactions
020 user sessions * Load balancing strategy|* Measure response
» Performance degradation
projections » Verify resource
* Scaling approach usage

12.5 Security specifications

Acceptance
(handover) test
method

* Test OAuth flows
* OAuth implementation design |- Verify token handling
OAuth 2.0 / OpenID |+ Token management strategy  |* Test IdP integration

Requirement Evidence required at Offer

Req ID

description evaluation stage

MDMS-

Connect for * Identity provider integration + Validate scope
T-021 o L
authentication » Scope definitions enforcement
* Security considerations » Check security
controls

* Verify TLS 1.3 only
* Test certificate
validation

» Check cipher suites
* Test protocol

* TLS implementation plan

» Certificate management

* Cipher suite selection

» Performance impact analysis

MDMS- |TLS 1.3 for all
T-022 |communications

. o . downgrade
Compatibility matrix . Scan for
vulnerabilities
MDMS- |AES-256 encryption |* Encryption architecture * Verify encryption

T-023 (for sensitive data « Key management design implementation




Req ID

Requirement
description

Evidence required at Offer
evaluation stage

» Data classification
» Performance considerations
» Compliance mapping

Acceptance
(handover) test
method

* Test key rotation

» Check data
classification

* Measure
performance impact

* Validate compliance

» Test rate limit

enforcement
* Rate limiting design * Verify throttling
N * Throttling algorithms behavior
MDMS- AP ra_te limiting and |, Per-client/global limits * Test limit
T-024 throttling B , ) .
* Bypass mechanisms configurations
* Monitoring approach » Check bypass
mechanisms
» Monitor effectiveness
Integration testing:
* WAF compatibility
testing with
Beneficiary's existing
solution
Compatibility documentation: :,éﬁﬁég?;:e traffic flow
* WAF compatibility matrix for |/ AP securit
common WAF vendors (e.g., F5, validation thr);u h
Cloudflare, AWS WAF, Azure o 9
WAF, Fortinet) » Session handling
* Security integration architecture verification
- Session management compatibility testing
compatibility Performance testing:
MDMS- Compatibility with » SSL/TLS termination support . Apolicati )
common WAF pplication .
T-025 . . e performance with WAF
solutions Integration guidelines: enabled
* WAF rule configuration « Latency impact
recommendations y mp
measurement

» Whitelisting requirements for
legitimate traffic

» APl endpoint security
specifications

* False positive mitigation
strategies

» Performance optimization
guidelines

* Throughput
verification under WAF
protection

Security validation:

* False positive rate
assessment (<5%)

+ Attack simulation
testing (with
Beneficiary's security
team)

* Security policy
compliance verification




13. MDMS USE CASES AND BUSINESS PROCESSES

13.1 Data management use cases

UC-011: Meter data collection and storage

Req
ID

Requirement description

Evidence required at
Offer evaluation stage

* Interface specifications
* Protocol documentation
» Data format schemas

Acceptance
(handover) test
method

* Push 100,000
readings

UC- |HES data push interface with |, Error handlin * Test all protocols
011-01multiple protocol support g * Verify data integrity
procedures .

* Test error scenarios
 Performance * Measure throughput
benchmarks ghp

» Submit various data
+ Validation rule catalog formats S

e * Test validation
Data format and » Format specifications
ucC- o o accuracy
completeness validation » Completeness criteria : L
011-02 . o . * Verify rejection
upon receipt * Rejection handling handlin
» Performance impact 9

» Test edge cases

» Check performance

* Process 10,000
* VEE workflow design readings

UC- |Automated VEE processing * Processing triggers * Verify VEE execut!on
; . * Queue management * Test queue behavior
011-03|integration g . : :
* Priority handling * Monitor processing
* Monitoring capabilities  time

» Check data flow

» Storage architecture * Query performance

i . * Indexing strategy test
3101 04 Swzﬁzﬁseai?raaﬂﬁtxﬁ?n * Partitioning scheme * Verify partitioning
9 P 9 * Performance optimization|* Test data retrieval

» Growth projections * Monitor growth

* Notification framework  |» Generate exceptions
UC- » Exception categories * Test notifications

Exception notification system |» Routing rules * Verify routing

011-05 : )

* Delivery channels * Check delivery

* Escalation procedures | Test escalation

» Performance architecture |* Process 100K

: » Optimization strategies |readings

UC-  [End-to-end processing <5 |, g ianeck analysis « Measure end-to-end
011-06|minutes

* Scaling approach
* Monitoring design

time

» Test under load




Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test
method
* Verify 5-minute
target
* Monitor resources

UC-012: Data validation and estimation

Req ID Requirement description

Evidence required at
Offer evaluation stage

* Rule engine architecture
* Rule types catalog

Acceptance
(handover) test
method

* Configure 50 rules
» Test rule execution

UC- |Configurable validation * Configuration interface « VVerify priorities
012-01|rules engine * Performance yp
e * Test performance
specifications » Check versionin
* Rule versioning 9
* Test anomaly
* Detection algorithms detection
i . * Flag categories * Verify flag accuracy
3102_02 Q;Offil:lysditgﬁilon and * Threshold management |» Test thresholds
9ging sy * Pattern recognition » Check patterns
* False positive handling » Measure false
positives
* Remove data
* Estimation methods segments
UC- |Missing interval estimation * Algorithm selec_:tllon _Ioglc * Test estimation
. » Accuracy specifications  |accuracy
012-03 |algorithms o ,
* Historical data usage » Compare algorithms
» Seasonal adjustments * Verify seasonality
» Check accuracy
« Status model design * Process mixed data
UC- |Data status tracking and . Trar?smo.n rules * Verify stat_u_s marking
012-04 [marking * Audit trail apprqach * Test tranS|t.|ons_
* Query capabilities  Check audit trail
* Reporting integration * Query by status
- Report templates . Ger)erate daily reports
. » Verify content
s  Content specifications
UC- |Validation report N ) accuracy
. * Distribution options e
012-05|generation . -~ * Test distribution
» Scheduling capabilities .
. * Check scheduling
* Archive procedures :
* Test archive
« Validation strategy Ili’/lrocess 1M|_Zjee][<_j|ngs
: . .. |* Rule optimization ceasure validation
UC-  [>95% automatic validation | Performance tunin rate
012-06 |rate achievement g * Verify >95% automatic

» Success metrics
* Improvement process

» Test rule effectiveness
* Monitor trends




UC-013: Billing determinant preparation

Requirement

description

Evidence required at Offe
evaluation stage

* Interface specifications
* Request/response formats

Acceptance
(handover) test
method
* Test interface calls
* Verify data formats

r

UC-  [Billing system integration | o * Test authentication
013-01|interface Authentlcat_lon methods *» Check error handling
* Error handling M
. * Measure response
» Performance requirements time
» Aggregation algorithms ;nAe?egrrSegate 50K
uc C .  Time period handling , .
- onsumption data « Missing data treatment * Test time periods
013-02jaggregation engine « Performance optimization |- Handle missing data
 Accuracy speci?ications " Verify accuracy
» Check performance
* Rate structure support * Apply complex rates
. * Calculation engine * Test calculations
3103'_03 Iggu{ :ttl‘; :‘Spp“cat'O” and |, Yoliday handling - Verify holidays
* Rate change management |» Test rate changes
+ Validation procedures * Validate results
. e * Generate
» Determinant specifications :
- . * Format requirements determinants
UC- Billing determinant . Validation rules * Test formats
013-04|generation and formatting |, Error handlin * Verify validation
g » Check completeness
 Performance targets g
* Measure timing
* Processing schedule * Process full cycle
UC-  IBilling window completion | Priority mechanisms * Meet time windows
9 P * Resource allocation * Test priorities
013-05guarantee

* Monitoring tools
» Contingency procedures

* Monitor completion
* Test contingencies

13.2 Customer service use cases

UC-014: Customer portal access

Req ID

Requirement

Evidence required at Offer

Acceptance (handover)

description

evaluation stage

» Authentication architecture
* Login flow design

test method

* Test login process
* Verify authentication

UC- Web portal * Password policies *» Test password rules
014-01 |authentication system. Sessi : .
» Session management » Check session handling
» Security measures * Test security
* MFA implementation * Test MFA methods
C- itacor [ Fockrontons (M. ape | Yery snvolent
014-02 |authentication support P

 Fallback mechanisms
* Security analysis

» Check security
» User experience




Req ID

Requirement
description

Evidence required at Offer
evaluation stage

Acceptance (handover)
test method

Dashboard design
Widget specifications

* Load dashboards
* Verify data accuracy

UC-  |Consumption
. * Data refresh rates * Test refresh rates
014-03 |dashboard display * Customization options * Check customization
» Performance targets * Measure performance
* Data retention periods * Query historical data
UC-  |Historical data viewing :guery mterfafce ;:Ie3|gn :I/es.’;tlme ranges
014-04 \capabilities omparison features erify comparisons
* Export options * Test exports
» Performance optimization |* Check performance
* Report types available * Download all reports
* Format options * Test formats
UC- |Report download . :
014-05 (functionality Generation process Verify content

Security controls
Performance limits

» Check security
* Measure speed

UC-015: Consumption alert management

Req Requirement Evidence required at |Acceptance (handover)
ID description Offer evaluation stage test method
. . * Monitor 10K meters
* Monitoring architecture . )
) o * Verify real-time
UC- : .  Data processing pipeline .
Real-time consumption e processing
015- o . * Latency specifications
monitoring engine > . * Test latency
01 * Scalability design o
. » Check scalability
* Resource requirements )
* Monitor resources
* Threshold types » Configure thresholds
ucC- Confiqurable threshold  |° Configuration interface * Test validations
015- manag ement * Validation rules » Verify changes
02 9 » Change management * Test combinations
* Multi-threshold support » Check accuracy
* Alert engine design » Generate 1000 alerts
ucC- Alert generation and * Queue management * Test queue behavior
015- ueuigrlw Svstem * Priority handling » Verify priorities
03 [dUeung sy « Deduplication logic « Check deduplication
» Performance specs * Measure throughput
» Channel options - Send notifications
(email/SMS
ucC- , e X : * Test all channels
Multi-channel notification |* Delivery mechanisms : .
015- . * Verify delivery
delivery * Template management .
04 : * Test retries
* Retry logic
. . * Track success
* Delivery tracking
* Acknowledgment methods| Test acknowledgments
ucC- Customer « Status tracking * Track status
015- acknowledament tracking |° Reminder logic * Verify reminders
05 9 9l Reporting capabilities » Generate reports
* Integration options * Test integration




13.3 Analytics use cases

UC-016: Energy balance calculation

Req ID Requirement description

evaluation stage

Evidence required at Offer

Acceptance
(handover) test

» Aggregation methodology
* Hierarchy handling

method

» Aggregate 100 supply
points

016-02|summation

* Meter multipliers
* Exception handling
» Performance optimization

UC-  [Supply point data : Y * Test hierarchies
) * Time synchronization e
016-01jaggregation o * Verify time sync
* Missing data treatment .
. * Handle missing data
» Accuracy requirements
» Check accuracy
* Summation algorithms * Sum 50K customers
UC-  |Customer consumption » Customer grouping * Test groupings

* Apply multipliers
* Handle exceptions
* Verify performance

ucC-
016-03 lengine

Technical loss calculation

* Loss calculation methods
* Network model integration
* Loss factors

» Seasonal variations

* Accuracy specifications

* Calculate for 100
feeders

* Test models

* Apply factors

» Test seasons

* Verify accuracy

UC- |Non-technical loss
016-04 |identification

* Detection algorithms
+ Pattern analysis

* Threshold settings

* Investigation tools

* Reporting features

* Analyze loss patterns
* Test detection

* Verify thresholds

* Use tools

» Generate reports

ucC-
016-05|with 0.5% tolerance

Balance report generation

* Report specifications
+ Calculation validation
* Tolerance handling

* Distribution lists

* Archive procedures

» Generate reports
+ Verify calculations
* Test tolerance

* Check distribution
* Validate accuracy

UC-017: Load profile analysis

Requirement

Evidence required at Offer Acceptance (handover)

FEEL description evaluation stage test method
. » Test parameter
* Parameter options :
* Ul design mockups selection
UC- |Analysis parameter 1esIg P * Verify Ul functionality
C o n + Validation rules o
017-01 |selection interface : * Test validations
* Default settings
. » Check defaults
* Help documentation .
* Review help
, * Query optimization * Retrieve 1 year data
UC- |Interval data retrieval Query op y
» Data access methods * Test query speed
017-02 |system .
» Performance targets * Monitor memory




Req ID

Requirement
description

Evidence required at Offer Acceptance (handover)

evaluation stage

test method

* Memory management
* Error handling

* Test errors
* Verify completeness

* Analysis algorithms
« Statistical methods

* Run analyses
* Verify statistics

UC- |[Statistical analysis e
) * Accuracy specifications * Check accuracy
017-03 |lengine :
» Performance requirements |+ Test performance
* Visualization options * Review visuals
* Curve types supported » Generate curves
uC- * Rendering engine * Test types
Load curve generation |+ Customization options * Verify rendering
017-04 o o
* Export capabilities * Test customization
» Performance specs » Check exports
.Eig;;]at options (PDF, * Export all formats
UC- |Results export in » Data structure specs " Verity structure
, * Test performance
017-05 multiple formats * Export performance o
L » Check limits
* File size limits : .
) * Validate security
 Security controls
. Data structure specs *15 grupe filters creation
, * Verify structure
UC- |Load profile parameters |* Export performance « Test performance
017-06 ffiltration * File size limits b

* Security controls

* Check limits
* Validate security

13.4 Integration use cases

UC-018: Market data publication

Req ID Requirement description

Evidence required at

+ Data selection logic
» Aggregation rules

Offer evaluation stage

Acceptance
(handover) test
method
* Prepare daily data
* Test aggregations

3108'_01 gﬂnagi‘;e; data preparation |, o ity checks « Verify quality

» Performance design » Check performance

* Error handling * Test errors

* Format specifications » Generate market files
uC- « Validation rules « Validate formats
018-02 Market format compliance |* Version handling * Test versions

* Change management * Verify compliance

» Compliance matrix » Check standards

» Completeness criteria + Validate datasets

+ Validation algorithms * Test completeness
UC-  |Data completeness * Exception handling * Handle exceptions
018-03|validation

* Reporting mechanisms
* Recovery procedures

» Generate reports
* Test recovery




Req ID Requirement description

Evidence required at

Offer evaluation stage

* Interface specifications
* Security protocols

Acceptance
(handover) test
method
* Publish test data
* Verify security

UC- |Market platform publication .
. * Transfer mechanisms * Test transfers

018-04 |interface : :

* Retry logic * Check retries

* Monitoring tools * Monitor success

* Confirmation mechanisms |+ Test confirmations

. , . * Deadline management  |* Meet deadlines

UC- Delivery confirmation and || 04 'cctome « Verify alerts
018-05|deadline compliance y y

» Contingency procedures
* Audit trail

* Test contingencies
» Check audit trail

UC-019: Asset management synchronization

Req ID

Requirement

Evidence required at Offer /Acceptance (handover)

test method

description

evaluation stage

* Interface design
* Message formats

* Receive updates
* Test formats

UG- Asset update reception |, Authentication methods « Verify authentication
019-01 |interface .
* Queue management * Test queuing
* Error handling * Handle errors
« Validation rules * Validate asset data
UC-  |Asset data validation | Data quality checks . Tes_t quality checks
) * Reference data usage * Verify references
019-02 lengine : . :
* Exception handling * Handle exceptions
* Reporting features » Generate reports
* Relationship model » Update relationships
UC-  |Meter relationship . Updajte procedures . Tes_t con3|stency
019-03 |updates . Cpn&stency_checks » Verify history
* History tracking * Test rollback
* Rollback capability » Check integrity
* Sync mechanisms » Sync configurations
. . * Conflict resolution * Test conflicts
UC-  [Configuration Versi I Verif ;
019-04 |synchronization ® version co_ntro " verily versions
* Audit logging * Check logs
» Performance targets * Measure performance
* Mode selection logic * Test both modes
UG- Reattime andbaten [ otomence dfeences - Compare promance
019-05 mode support 9 ¥4 9

* Priority handling
* Monitoring capabilities

* Test priorities
* Monitor execution




TERMS OF REFERENCE - PART Il

NON-FUNCTIONAL REQUIREMENTS FOR HES
AND MDMS

14. SCALABILITY REQUIREMENTS

14.1 HES scalability requirements

S — Evidence required at Acceptance
Req ID quirem Offer evaluation (handover) test Critical notes
description
stage method
* Architecture ;eziﬁ}%resswe load
NFR- 100K meters scaling documentatlon * Resource Phased
HES-  Scaling methodology o .
to 1.5M monitoring validation
S01 * Reference Perf
deployments >500k - rerformance
benchmarks
» Connection storm
NER- » Connection pooling |testing
HES- 10,000 concurrent  [design « Stability under  (Critical for
connections » Thread management load operations
S02
* Load balancer specs |* Resource
utilization
* Sustained load
NER- * Performance testing
5,000 benchmarks * Peak load Peak hour
HES- : . )
S03 commands/second [+ Queue architecture |handling requirement
* Processing design  |* Latency
distribution
. . . » Add node testing
NER- Scaling ar_c.hltecture « Performance
. . * Node addition . .
HES- [Horizontal scaling linearity Future growth
process .
S04 * No service

» Load distribution

disruption




Requirement Evidence required at Acceptance
Req ID quirem Offer evaluation (handover) test Critical notes
description
stage method
* Mixed protocol
NFR- Multi-protocol * Protocol handlers Eelggggurce
HES- P « Resource isolation : Moldova mix
streams contention
S05 » Performance data
* Throughput
verification
* Burst scenario
NFR- . * Auto-scaling design |testing
HES- Dyna”'.“c resource * Burst handling * Response time Net.wcl)rk
allocation 2 variations
S06 * Resource policies  |* Recovery
behavior

14.2 MDMS scalability requirements

Req ID

Requirement
description

Evidence required at

Offer evaluation stage

Acceptance
(handover) test
method

» 30-day volume test

NFR- 100K meters. 15-min | Data architecture * Performance

MDMS- intervals ’ » Storage calculations monitoring

S01 * Processing pipeline  Storage growth
tracking

NFR- . + Scalability design , .

MDMs-  |Seale 10 1.5M WIROUE . Architecture flexdibility  [ATOO0Mre review

S02 tectu 9 » Growth accommodation y

NFR- * Throughput design * Sustained load testing

MDMS-  |[100M readings/day » Database optimization |+ Performance metrics

S03 * Benchmark data * Resource monitoring

NFR- * Integration framework * Multi-HES testing

MDMS- |5 HES integrations * Isolation mechanisms » Data consistency

S04 » Performance impact + Conflict resolution

NFR- » Adapter architecture » Source variety testing

MDMS-  |Diverse data sources |+ Data normalization * Processing accuracy

S05 * Format support » Performance impact

NFR- « Cloud architecture

MDMS-  |Elastic scaling (optional) A . . Documentation review

306 * Auto-scaling design

15. PERFORMANCE AND LATENCY REQUIREMENTS

15.1 HES performance requirements




Acceptance

Requirement Evidence required at

elle description  Offer evaluation stage TRl (eih | 1Mt el
method
NFR- * Network optimization * 1000 random
On-demand read L reads :
HES- o « Communication . ._|Production only
<30s (95%) . * Percentile analysis
PO1 design . "
* Various conditions
NFR- \command « Command pipeline | End-to-end timing
HES- latency <5s « Priorit han%lpi)n * Load conditions  [Critical metric
P02 y y 9 * Protocol variations
* Event injection
NFR- —_ , testing
HES- Event processing |* Event ar_chlteptur_e . Latency Safety critical
<100ms * Processing pipeline
P03 measurement
» Load impact
NFR- . * Update mechanism ) Ba_tch Update .
Firmware . testing Maintenance
HES- * Batch processing .
1000/hour AT * Success rate window
P04 * Network optimization .
* Network impact
NFR- , . * Retry scenarios
HES- |Configurable retry Retry Ioglc_ deS|gr_1 * Success rates Netw_o_rk
» Configuration options ; conditions
P05 * Resource impact
NER- * Priority testing
HES.- Priority queue * Queue architecture  |* Queue behavior |[Emergency
P06 <1s * Priority algorithm * Fairness commands
verification

15.2 MDMS performance requirements

Requirement Evidence required at Offer Acceptance (handover)

Req ID

description evaluation stage test method
* Various data volumes

NFR- . * VEE engine design . o
MDMS-PO1 VEE <5 minutes « Parallel processing Eule complexity impact
» Resource usage
P * Query variety testing
NFR- o » Database optimization . "
MDMS-P02 Query <1s (90%) |, Indexing strategy Load conditions

 Data volume impact
* Full billing cycle

* Various scenarios
 Accuracy verification

» User simulation

NFR- - . * Billing engine design
MDMS-PO03 Billing <30min/100k Batch processing

NFR- Dashboard <5s » Dashboard architecture « Concurrent USers
MDMS-P04 [refresh » Caching strategy
* Data freshness
. * All report types
NFR- * Report engine .
MDMS-P05 Reports <30s  Pre-aggregation Data volumes

» Concurrent requests
* APl load testing

* Various endpoints

» Payload sizes

NFR- o\ |* APl optimization
MDMs-Pog (P! <500ms (95%) |, 4 ching design




16. AVAILABILITY AND RELIABILITY REQUIREMENTS
16.1 System availability requirements (for both HES and MDMS)

Acceptance
(handover) test Criticality
method

Requirement Evidence required at
description Offer evaluation stage

Req ID

* HA architecture

NER- » Component * 90-day monitoring
99.9% availability redundancy * Downtime tracking |Annual target
AR-01 . : )
» Reference Service- * Incident analysis
level requirements
* Critical function
NFR- 199.99% critical » Critical path analysis |monitoring Billing,
AR-02 |functions * Redundancy design | Failover testing  |commands
* Recovery timing
Active- * Cluster architecture | Cluster testing
NFR- ) . R : .1+
active/passive  Data synchronization |» Failover scenarios , ,
AR-03 . : . ) : configuration
clustering * Split-brain prevention |+ Data consistency
* Timed failover
NFR- [Failover <60 "Failoverdesign ~ flests Critical
* Detection mechanisms |+ Various failure :
AR-04 |seconds . requirement
* Automation types

* Service continuity

NFR- |Geographic :flz(tavégcr:l?g?gﬁitecture Site verification onl Disaster
AR-05 [redundancy 50km y protection

* Replication design

» Load distribution

NER- * LB architecture testing Even
Load balancing * Distribution algorithms | Failure scenarios |~,.. ..
AR-06 utilization
* Health checks » Performance
impact

16.2 Disaster recovery requirements

Acceptance
(handover) test
method

ReqID Requirement description . ocnce required at

Offer evaluation stage

» Execute full DR

* DR architecture X
scenario

documentation * Measure actual
Recovery Time Objective * RTO calculation .
NFR- RTO)< 1 h ; lete | methodology recovery time
DR-01 ( ) ourfor complete « Historical DR * Verify all system
system components
performance data :
operational

» Automated recovery

procedures * Document recovery

steps and timing




Acceptance

Evidence required at (handover) test

Req ID Requirement description

Offer evaluation stage

method
 Data replication » Simulate unexpected
architecture failure
NFR- Recovery Point Objective * RPO achievement . Measure data loss
DR.02 |(RPO) < 15 minutes for methodology window _
transactional data * Replication technology [+ Verify transaction
specifications completeness
* Data loss prevention | Validate data integrity
measures post-recovery
» Backup automation * Monitor 48-hour
design backup cycle
» Verification process * Verify backup
NFR- |Automated backup every 4 |y, mentation completion logs
DR-03 |hours with verification « Backup storage » Test restoration from
architecture random backups
* Retention policy * Validate backup
specifications integrity checks
* DR drill procedures * Review DR drill
template calendar
. . * Drill scheduling « Examine drill
NFR- |Quarterly DR drills with framework execution procedures
DR-04 /documented results « Documentation « Verify documentation
standards templates
 Success criteria * Assess drill result
definitions tracking system
+ Standby site * Verify standby site
architecture readiness
NFR- |Hot standby site with real- d;zﬁgcat'on technology reTpe“i;?;: f'arge
DR-05 [time data replication « Network connectivity |+ Perform controlled
design failover
* Synchronization * Measure data
monitoring approach synchronization delay

17. INTEROPERABILITY AND INTEGRATION
REQUIREMENTS

17.1 Standards compliance

Requirement Evidence required at Offer Acceptance (handover)

description evaluation stage test method

» Data exchange testing
+ Standard validation

* Interoperability
verification

* CIM compliance docs
CIM IEC 61968-9 |» Data model mapping
* Certification




Req ID

Requirement

description

Evidence required at Offer

evaluation stage

Acceptance (handover)
test method

NER- * Security implementation * Security protocol testing
IEC 62351 security | Standard compliance * Vulnerability assessment
INT-02 o . e
* Certificates « Compliance verification
NER- * Protocol implementation * Protocol analyzer testing
DLMS/COSEM » Compliance matrix * Meter compatibility
INT-03
* Test results » Feature support
NER- * APIl documentation * Specification compliance
OpenAPI 3.0 » Specification files * Documentation accuracy
INT-04 L o
« Validation results * Tool compatibility
NFR- |IEC 61850 * Implementation docs Documentation onl
INT-05 |(Optional) * Integration examples y

17.2 API and integration capabilities

Req ID Requirement description

Offer evaluation stage

Evidence required at Acceptance (handover)

test method

NFR-
API-01

RESTful APIs supporting
JSON and XML data
formats

* API architecture

» Execute CRUD
operations via REST

documentation .

compliance request/response

« JSON/XML schema - Validate XML
request/response

definitions
* APl versioning strategy

* Verify HTTP status
codes compliance

» GraphQL
implementation approach
» Schema definition

 Test complex nested
queries
* Verify query response

NFR- GraphQL support for documentation flexibility
API-02 fflexible data queries « Query optimization - Validate schema
strategy introspection
» Performance * Measure query
benchmarks execution performance
« WSDL definitions  Test SOAP endpoint
availability
* SOAP protocol + Validate WSDL
NFR- [SOAP web services for compliance contracts
API-03 [legacy system integration |* Legacy system - Execute legacy system
compatibility matrix .
* Security implementation transactions
y1mp » Verify SOAP fault
(WS-Security) handling
* Message broker * Publish test messages
architecture to brokers
) . |* Topic/queue design * Verify message
NFR- |Message broll<er integration documentation consumption
API-04 (Kafka, RabbitMQ, AMQP) |, \essage format « Test message
specifications persistence
» Guaranteed delivery « Validate failover
mechanisms scenarios




Req ID Requirement description

NFR-
AP|-05

\Webhook support for event-
driven notifications

Evidence required at

Offer evaluation stage

* Webhook architecture
design

 Event catalog
documentation

* Retry mechanism
specifications

 Security implementation
approach

Acceptance (handover)
test method

* Register webhook
endpoints

* Trigger notification
events

* Verify delivery
confirmation

* Test retry logic and
timeouts

NFR-
API-06

Batch file interfaces (CSV,
XML, JSON) with
scheduling

* File interface
specifications

» Scheduling framework
documentation

* File validation rules

* Error handling
procedures

* Process sample batch
files

» Verify scheduling
functionality

* Test file format
validation

* Validate error reporting
mechanisms

18. CYBERSECURITY REQUIREMENTS

18.1 Data protection requirements

Requirement Evidence required at EEEEE
Req ID o - (handover) test  Security level
description  Offer evaluation stage
method
* Encryption
. . verification
NFR- * Encryption architecture|,
SEC- |AES-256 atrest |* Key management . Performance Mand.atory
. . limpact baseline
01 * Implementation details :
 Key rotation
testing
* Protocol
NER- * Protocol configuration |verification
SEC- [TLS 1.3 in transit " Certificate . Vulngrablllty Current
02 management scanning standard
* Cipher suites » Performance
testing
NER- * Module certification
SEC- [FIPS 140-2 » Compliance Cert!flca.te Com.pllance
03 documents verification requirement
* Vendor attestation
* HSM integration : HS."M integration
NFR- . testing
HSM support design Enhanced
SEC- . » Performance .
04 (optional) » Key management impact security
architecture be .
* Failover behavior




Acceptance

Requirement Evidence required at

regll description  Offer evaluation stage RTINSOy (e
method
, * Masking
NFR- . '\E/Ir?jii:c'::]gmrgrlﬁs effectiveness Privac
SEC- |Data masking . * Data leak testing y
separation protection
05 * Performance
* Data flow controls .
impact
I . * Signature
NFR- Slgnllr)g architecture verification o
Command * Certificate . Critical
SEC- [T~ . » Tamper detection
signing management commands
06 o » Performance
* Verification process |,
impact

18.2 Access control and authentication

Acceptance
(handover) test
method

Evidence required at
Offer evaluation stage

* RBAC design
documentation

* Role hierarchy
NER- Role-based access control structure

AC-01 (RBAC) with minimum 20 * Permission matrix
configurable roles

Req ID Requirement description

* Create 20 distinct
roles

* Assign varied
permissions per role

* Test role inheritance

template « Verify permission
* Role configuration yp

enforcement
procedures

* Enable MFA for
admin accounts
* Test multiple
authentication

* MFA implementation
approach

Multi-factor authentication * Supported

NFR- o authentication factors
AC-02 (MFA) for all privileged « Privileged account methpds
accounts L * Verify MFA
definitions
enforcement
* MFA bypass .
 Validate emergency
procedures
access procedures
* IAM integration  Configure AD/LDAP
architecture connection
* Protocol support » Test user
NFR- |Integration with enterprise IAM |[documentation authentication flow
AC-03 ((AD, LDAP, SAML) * Attribute mapping * Verify SAML
specifications assertions
* SSO implementation |» Validate group
approach synchronization
* OAuth implementation ;O(i:;]:rate OAuth
NFR- [OAuth 2.0 / OpenID Connect f’?rso'ggn management - T€st token validation
AC-04 [for API authentication strategy 9 * Verify scope

enforcement
» Validate OIDC claims

» Scope definitions




ReqID Requirement description

Evidence required at
Offer evaluation stage

* OIDC compliance
documentation

Acceptance
(handover) test
method

« Session management

design

* Timeout configuration

* Monitor inactive
sessions
* Verify 15-minute

NFR- [Session timeout after 15 approach timeout trigger
AC-05 Iminutes of inactivity » Session persistence  |» Test session
strategy termination
» Warning notification  |» Validate re-
mechanism authentication flow
* Lockout mechanism | Attempt 5 failed
design logins
» Counter reset * Verify account
NFR- |Account lockout after 5 failed |procedures lockout
AC-06 |login attempts * Unlock workflow * Test unlock
documentation procedures
* Notification system + Validate alert
approach notifications

18.3 Threat management

Req
ID

NFR-
TM-01

Requirement description

Integration with SIEM solutions
(Splunk, QRadar, ArcSight —
tbc specific tool used by
Beneficiary)

Evidence required at
Offer evaluation

stage

* SIEM integration

architecture

* Log format

specifications

 Event correlation

rules

* Data retention

approach

Acceptance (handover)

test method

» Configure SIEM
connector

» Send test security
events

* Verify event reception in

SIEM
» VValidate correlation
rules

NFR-
TM-02

Real-time intrusion detection
for OT protocols (DNP3, IEC
61850)

* IDS architecture for
oT

* Protocol parsing
capabilities

* Anomaly detection
algorithms

* Alert threshold
configurations

» Generate OT protocol
traffic

 Simulate protocol
anomalies

* Verify real-time
detection

* Measure detection
latency

NFR-
TM-03

DDoS protection for public-
facing interfaces

» DDoS mitigation
architecture

» Traffic filtering rules
* Rate limiting
configurations

* Failover
mechanisms

* Execute controlled
DDoS simulation

* Verify traffic filtering
* Test rate limiting
effectiveness

* Validate service
availability




NFR-
TM-04

Requirement description

Vulnerability scanning quarterly
with remediation within 30 days

Evidence required at

Offer evaluation
stage

* Scanning tool
specifications

« Scan coverage
documentation

* Remediation
workflow process
* Tracking system

Acceptance (handover)
test method

* Review scanning
schedule

* Examine scan
configuration

* Verify remediation
tracking

+ Validate 30-day
Service-level

approach requirements delivery
mechanism
* Penetration testing |, Verify tester
-S%):r(taification certifications
requirements * Review testing
NFR- |Annual penetration testing by |, 'Igestin methodology
TM-05|certified professionals methodglo * Examine scope
frameworkgy documentation
o * Validate reporting
* Remediation
framework

process workflow

NFR-
TM-06

Security incident response plan
with 4-hour response time

* Incident response
plan template

* Escalation matrix
* Response team
structure

» Communication
protocols

» Simulate security
incident

* Measure response
initiation time

* Verify escalation
procedures

» Test communication
channels

19. DATA GOVERNANCE AND QUALITY

19.1 Data integrity

Req ID

Requirement

description

Evidence required at Offer

Acceptance (handover)
test method

evaluation stage
« Validation framework

« Validation accuracy

NFR-  |Automated . . .
DQ-01 |validation * Rule engine design . Performancg impact
* Error handling * Error detection rate
NFR-  |Checksum * Checksum a_lgonthrns * Integrity tes’gng
DQ-02 |verification * Implementation points * Error detection
» Performance data » Performance overhead
* Reconciliation process * Reconciliation accuracy
NFR- : I . : e
Daily reconciliation |» Discrepancy handling * Processing time
DQ-03 . . .
* Automation design * Issue resolution
NER- * Detection algorithms * Detection accuracy
DQ-04 Anomaly detection |» Threshold management * False positive rate

» Alert mechanisms

* Response time




Requirement

Evidence required at Offer
evaluation stage
* Lineage architecture
* Tracking mechanisms
* Visualization tools

Acceptance (handover)
test method

* Lineage completeness

* Query performance

 Accuracy verification

description

Data lineage

19.2 Audit trail requirements

Req ID

Requirement description

Evidence required at

Offer evaluation stage

Acceptance
(handover) test
method

+ Audit logging » Execute various
architecture user actions
 Event catalog * Verify complete
NFR- |[Comprehensive logging of all [documentation action logging
AUD-01|user and system actions « Log format - Review system
specifications event capture
» Coverage matrix for + Validate log
actions completeness
* Log immutability design ;nﬁt;i‘irzgticﬁg
* Cryptographic signing |, Verify modification
_ _ approach detection
NFR- |Immutable audit logs with _ etectio
AUD-02tamper detection * Tamper detection - Test cryptographic
algorithms e
validation
* Chain of custody « Validate integrity
procedures mechanisms
 Retention policy -Ce\]/ean;‘i); online storage
documentation pactty
, * Test archive
NER. [-og retention for minimum 5 |" Storage architecture migration process
AUD-03Years online, 10 years design . _
archived - Archival process « Validate retrieval
from archives
workflow
. » Check retention
* Retrieval procedures .
policy enforcement
* Search engine * Execute complex
NFR-  |Audit log search and reporting [SPecifications log searches
AUD-04 capabilities « Query language - Test search
documentation performance




Acceptance
(handover) test
method

Req ID Requirement description Evidence required at

Offer evaluation stage

» Report template catalogl* Generate standard

» Performance reports
benchmarks * Verify export
capabilities

* Trigger suspicious
* Alert rule engine design |patterns

» Suspicious pattern * Measure alert
NFR- |Real-time alerting for definitions latency
AUD-05suspicious activities « Notification channel « Verify notification
setup delivery

» Escalation procedures [ Test escalation
workflows

20. COMPLIANCE AND REGULATORY

20.1 Data protection compliance

Evidence required at Acceptance
Offer evaluation (handover) test  Legal priority
stage method

Requirement
description

Req ID

« Data collection . Data audit
NFR- design . :
Data . . * Collection High - Legal
GDPR- SN * Privacy by design e .
01 minimization docs verlflcatllon requirement
* Data flow diagrams » Compliance check
» Export functionality |+ Export testing
NFR- T
. * Process « Format verification [30-day
GDPR- |Right to access . o .
02 documentation » Timeline requirement
* Timeline compliance measurement
* Deletion procedures |+ Deletion testing
NFR- « Data retention « Completeness
GDPR- |Right to erasure - ompH Upon request
03 policies verification
» Cascade deletion  Audit trail
* Incident procedures |, ,
NFR- Breach « Notification Breachdrill 72-hour
GDPR- L. * Timeline verification .
notification templates N requirement
04 . * Communication test
» Contact mechanisms
NFR- Privacy b ::r’r:w:cc::ty aasrgggse:wtgrrl?s * Privacy audit Fundamental
GDPR- acy by pe » Control o
design * Design . principle
05 . effectiveness
documentation




Req ID

Requirement
description

Evidence required at
Offer evaluation
stage

review

Acceptance
(handover) test
method

* Documentation

Legal priority

NFR-
GDPR-
06

DPA templates

* Template documents
* Legal review
» Compliance mapping

Legal review only

Contract
requirement

20.2 Energy sector compliance

Req ID

Requirement description

Compliance with Moldova's

Evidence required at
Offer evaluation stage

* Legal compliance
matrix
* Critical infrastructure

Acceptance
(handover) test
method
* Review compliance
documentation
* Verify protection

* Calibration procedures

NFR- | ritical infrastructure controls controls
ES-01 ) * Protection measures |+ Audit security
protection laws .
documentation measures
» Compliance gap * Validate legal
analysis requirements coverage
* NIS compliance * Verify NIS control
checklist implementation
* Network security * Test incident
NFR- |EU NIS Directive compliance |[architecture reporting capability
ES-02 (for network security * Incident response * Review security
procedures measures
* Risk assessment * Validate compliance
methodology artifacts
* Data residency * Verify primary data
architecture location
» Geographic location  Confirm backup site
NFR- |Data localization within certificates locations
ES-03 |Moldova or EU * Data flow * Test geo-restriction
documentation controls
 Backup location + Validate data
specifications sovereignty
* Regulatory report - Generate sample
templates
. . reports
* Reporting automation
. * Test report accuracy
NFR- [Support for regulatory design , .
. > . * Verify submission
ES-04 [reporting requirements  Data collection
) channels
mechanisms :
L * Validate report
» Submission interface .
P scheduling
specifications
* Metering standards * Verify metering
NFR- |Compliance with national mapping accuracy
ES-05 metering standards * Accuracy specifications |+ Test data collection

standards




Acceptance
(handover) test
method

Evidence required at
Offer evaluation stage

Req ID Requirement description

+ Certification
documentation

* Review calibration
records

* Validate standard
compliance

21. OPERATIONAL REQUIREMENTS

21.1 Maintenance and upgrade requirements

Req ID

Requirement

Evidence required at Offer Acceptance (handover)

description evaluation stage test method
NER- Zero-downtime * Deployment arthtecture . Depl_oyment .tes.tlng
MNT-01 |deployment * Blue-green design * Service contmwty
* Rollback procedures » Performance impact
NER- » Update strategy » Update execution
Rolling updates » Component isolation * No service disruption
MNT-02 : ) )
* Orchestration tools * Version consistency
NER- * Rollback procedures * Rollback timing
5-minute rollback |+ Automation scripts + Data consistency
MNT-03 . ;
» State management * Service restoration
NER- * VC system choice * Repository structure
\ersion control * Branching strategy » Change tracking
MNT-04 . . 2
* CI/CD integration * Deployment pipeline
» Patch procedures * Patch deployment
NFR- . o
24-hour patching  |* Emergency process * Verification process
MNT-05 : : .
* Testing requirements * No regression

21.2 Monitoring and diagnostics

Req ID

Requirement

Evidence required at Offer Acceptance (handover)

description evaluation stage test method
* Access monitoring
» Dashboard architecture  |dashboards
design , .
Real-time monitoring ? * Verify real-time data
I\N/Il(:)F\l:l--m dashboards for * Health metrics catalog updates
system health « Visualization specifications |» Test health status
* Refresh rate capabilities indicators
* Validate metric accuracy
Automated alerting  |° Alert rule configuration  Simulate performance
NFR- ltor performance i degradation
MON-02 . * Threshold setting
degradation methodology « Verify alert triggering




Req ID

Requirement
description

Evidence required at Offer Acceptance (handover)

evaluation stage

test method

* Notification channel design|* Test notification delivery
* Escalation matrix * Validate escalation paths
* Analytics algorithm
documentation * Review prediction
* Prediction model models
NFR- Predictive analytics specifications * Test capacity forecasts
MON-03 ffor capacity planning |. Historical data - Validate trend analysis
i t
requirements « Verify planning
* Forecasting accuracy recommendations
metrics
» Simulate system
* RCA tool capabilities incidents
~|* Investigation workflow » Execute root cause
NER- Root cause analysis |design analysis
0 tools for incident
MON-04 investigation * Log correlation features |+ Test correlation
. . capabilities
* Forensic analysis
procedures * Verify investigation
workflow
) Me.t rics collection * Verify metric collection
architecture
NER- F’e”rformancedmetrics - KPI definitions catalog | | >t data aggregation
collection an . i i
MON-05 trending « Data retention policies Review trending reports
. . . * Validate historical
* Trending visualization )
to0ls analysis

22. USABILITY AND TRAINING REQUIREMENTS

22.1 User interface requirements

Role-based
Ul-01 |dashboards

Requirement
description

Evidence required at
Offer evaluation stage

* Dashboard designs
* Role definitions
» Customization options

Acceptance
(handover) test
method
* Usability testing
* Role verification
» Performance
testing

Priority

User efficiency




Acceptance

Requirement  Evidence required at

description Offer evaluation stage JUETTEERTER) (X2620 AR
method
* Localization -C(I)_\?grgauaege
NFR- [RO/EN mandatory,|architecture ge ... Moldova
. . * Translation quality .
Ul-02 |RU optional * Translation processs |, Switching requirement

Language switching functionality

* Accessibility audit
» Accessibility design  |* Screen reader

NFR- \WCAG2.1AA |- Compliance checklist |testing Legal
Ul-03 . compliance
* Testing tools » Keyboard
navigation

* Multi-device testing
* Functionality
verification

* Responsive

NFR- framework

Responsive design Modern

Ul-04 * Device support matrix requirement
: » Performance
* Design mockups .
testing
. * Help effectiveness
NFR-lcontext help . (nglnecesgts ;?rr;\tggjlgn " Soverage User support
uUl-05 verification

* Tooltip framework

» User feedback

22.2 Training requirements

Evidence required Acceptance

Req

D Requirement description at Offer evaluation (handover) test
stage method
* Training curriculum |+ Review training
outline modules
* Module-to-role * Verify role
NFR- e - .
TRN- Role-specific training modules for all mapping o coverage
01 user types * Learning objectives |* Test module
per module effectiveness
» Assessment * Validate
methodology assessment criteria
» Sandbox * Access training
architecture design |environment
* Environment » Execute practice
NFR- i e :
Hands-on training specifications scenarios
TRN- . o :
02 environment/sandbox » Data anonymization|* Test environment
approach isolation
* Reset/refresh * Verify data
procedures refresh capability
* Documentation ,
inventory » Review
NFR- . L . Romanian
Comprehensive documentation in * Translation :
TRN- : documentation
local language - Romanian methodology : ,
03 . * Verify translation
* Quality assurance
accuracy
process




Evidence required
at Offer evaluation
stage
» Update procedures

Acceptance
(handover) test
method

* Test
documentation
completeness

* Validate technical
terminology

* Review trainer
program content

* Verify certification

Requirement description

 Trainer curriculum
design

NFR- [Train-the-trainer program with » Certification rocess
TRN- [certification (if apply/available — bidder [requirements b
. g . . |* Test knowledge
04 must specify this in the offer) » Assessment criteria
- . (transfer method
* Program availability . .
: , * Validate trainer
confirmation :
competencies
* LMS platform » Access LMS
specifications platform
NFR- |Online learning management system * Content delivery T?St content
. . methods delivery
TRN- |((LMS) access (if apply/available — . Proaress trackin « Verify proaress
05  |bidder must specify this in the offer) 9 9 Iy prog
features tracking
* Availability * Validate user
confirmation experience

23. ENVIRONMENTAL AND EFFICIENCY REQUIREMENTS

23.1 Resource efficiency

Req ID Requirement

Evidence required at Offer

Acceptance (handover)

description evaluation stage test method
NFR- CPU <70% normal |* Resource planning * Resource monitoring
NS . » 30-day average
EFF-01 |load * Optimization strategies :
* Peak analysis
) . * Memory profiling
NFR Memory <80% Memory managgment * Leak detection
EFF-02 » Garbage collection -
* Long-term stability
NFR- * Query optimization * Query profiling
Query <100ms avg [+ Index strategy » Performance testing
EFF-03 . R e o
» Database design * Optimization verification
NFR- Bandwidth . Compressmln. strategy . BandW|dth_ monlt_orlng
L * Protocol efficiency » Compression ratios
EFF-04 |optimization . :
» Batch mechanisms * Network impact
NFR- . » Data center specs .
EFF-05 PUE <1.5 (Optional)|, Efficiency measures Documentation only




TERMS OF REFERENCE - PART IV

SERVICES REQUIREMENTS FOR HES AND
MDMS

24. CUSTOMIZATION AND CONFIGURATION SERVICES

24.1 HES customization services

Req ID

Requirement description

Evidence required at
Offer evaluation stage

* Protocol adaptation
methodology

* Meter model
compatibility matrix

Acceptance
(handover) test
method

* Test protocol
communication
* Verify meter model

 Event categorization
approach

SVC-  |Communication protocol * Configuration connectivit
HES- |customization for Moldova- 9 : y
e approach * Validate data
CO1 specific meter models .
documentation exchange
* Previous * Review adapter
customization documentation
examples
« Command sequence [+ Execute custom
design approach commands
» Automation frameworks Test automation
SVC- e .
HES- Custom command sequences |specifications scripts
C02 for local utility requirements » Template creation * Verify command
methodology responses
« Utility requirement * Validate template
analysis functionality
. . * Test firmware
* Firmware repository
: upload process
architecture .
« Verify update
SVC- Meter fi » Update procedure d
HES.- eter firmware management design procedures
customization : « Validate version
C03 * Version control :
tracking
approach * Review reposito
* Rollback mechanisms P Y
structure
« Alert rule framework |’ Trigger configured
* Regulatory mappin alerts
9 ymapping |, Test notification
SVC- . . documentation .
Alert and event configuration e delivery
HES- . * Notification template )
based on local regulations . » Verify regulatory
Cco4 designs :
compliance

» Validate event

processing




Req ID

Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test

method

» Performance analysis |* Measure baseline
methodology performance

SVC- |Performance tuning for * Infrastructure * Apply tuning

. . assessment approach |parameters
HES- |Moldova's communication L o
. * Optimization * Test optimized

C05 infrastructure :
techniques performance
» Benchmarking * Review
procedures performance reports
» Dashboard design * Review dashboard
approach layouts

SVC- » Widget development |+ Test widget

HES- Custom dashboards for framework functionality

C06 operations center » Layout customization |- Verify data
capabilities visualization
* User requirement * Validate user
analysis workflows

24.2 MDMS customization services

Evidence required at FEEEHETIEE
ReqID Requirement description - (handover) test
Offer evaluation stage method
* VEE rule design ’ E?(ecgte VEE
validations
methodology . Test rule
SVC- VEE rules customization for |» Market requirement .
. effectiveness
MDMS-  |Moldova market analysis « Verify market
Co1 requirements + Validation logic I'y
documentation complance =~ -
: * Review validation
* Rule testing procedures
results
* Process billing
. . calculations
* Calculation engine « Verify tariff
- . architecture iy !
SVC- Billing determinant « Tariff structure analvsis application
MDMS- [calculations for local tariff ) : YSIS 1. Test calculation
» Configuration
C02 structures accuracy
methodology - Validate
* Testing approach configuration
flexibility
. * Generate
fraRrigsvr;?keSIQn compliance reports
: * Verify report
SVC- R ; * Regulatory requirement
MDMS- eport templatesf or mapping accuracy .
regulatory compliance . * Test scheduling
C03 * Template creation : .
functionality
process

» Scheduling capabilities

* Validate regulatory
coverage




Req ID

Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test

method
 Settlement algorithm |+ Execute settlement
design calculations
* Distribution rule * Test distribution
SVC- .
Energy community framework rules
MDMS- . . , .
Co4 settlement algorithms * Community model * Verify algorithm
support accuracy
+ Calculation * Review settlement
methodology outputs
* Analytics model * Run loss
architecture calculations
* Loss calculation * Verify analytics
SVC- : .
Custom analytics for grid methodology accuracy
MDMS- . :
CO5 loss calculation . Reportmg framework | Test report
design generation
* Accuracy validation * Validate model
approach outputs
* Process TOU
* TOU engine design calculations
. |* Test rate
* Rate schedule mapping e
SVC- . . . . applications
Time-of-use processing for |+ Configuration )
MDMS- ' * Verify schedule
Moldova's rate schedules |framework .
CO06 ) : handling
* Processing logic :
: * Validate
documentation : ,
configuration
changes

25. INTEGRATION SERVICES

25.1 Enterprise system integration requirements

Evidence required Acceptance
Requirement description at Offer evaluation (handover) test
stage method
» Smallworld
. : * Test meter
integration .
experience location sync
GIS (Smallworld Electric Office) - Meter P e * Verify asset
\ L * APl compatibility
INT- [location synchronization, Asset data . data exchange
documentation :
01 |exchange, Network topology updates, : * Validate
. : » Data mapping
Real-time status sharing e topology updates
specifications .
. * Test real-time
* Real-time sync
. status flow
architecture
. * SAP integration * Execute asset
INT- ERP (SAP)_ Asset 'Ilfecycle management, methodology lifecycle flows
Work order integration, Inventory :
02 o . . * Asset lifecycle * Test work order
synchronization, Financial data exchange . :
mappings creation




Requirement description

Evidence required
at Offer evaluation
stage
» Work order interface

design
* Financial posting
specifications

Acceptance
(handover) test
method
* Verify inventory

updates
 Validate
financial
transactions

* Onesite platform

* Test outage

INT-
05

Consumption data delivery, Billing
determinants, Rate application, Exception
handling

mechanisms

* Billing determinant
specs

* Exception handling
procedures

experience correlation
ADMS (Onesite Grid Platform) - Outage [+ Event correlation | Verify load data
INT- |levent correlation, Load data sharing, logic transfer
03 |Network status updates, Incident * Load data interface |» Validate status
management integration specs updates
* Incident workflow |» Test incident
design integration
* Review
* Generic CMS integration
CMS (TBD - 2026 implementation) - integration framework|framework
o . » Data model * Test data model
INT- |[Customer data synchronization, Service e .
. flexibility mapping
04 |point management, Account status . :
: . * Synchronization * Verify sync
updates, Contact information exchange )
approach mechanisms
» Adapter architecture|* Validate adapter
design
* Multi-platform ) T¢St data
. . delivery to
integration approach
Billing (Multiple supplier platforms) - - Data delive platforms
9 pie supplierp "y - Verify billing

determinants

* Validate rate
applications

» Test exception

processing

25.2 HES-specific integration services

Req ID

Requirement description

Evidence required at

Offer evaluation stage

Acceptance

(handover) test

method

- REST APl design | | StRESTAPI
. connectivity
documentation » Execute batch file
INT- |GIS integration for meter « Batch file specifications rocessin
HES- |location validation via REST | Location validation ?Verif Iogation
01  |API, batch files logic erity
. validation
* Mapping rule Revi .
definitions " heview mapping
accuracy
INT-~/ADMS integration for outage |, Messaging architecture |* Send test outage
HES- |[correlation via real-time :
. design events
02 messaging




Req ID

Requirement description

Evidence required at
Offer evaluation stage

Acceptance
(handover) test
method

» Performance
specifications

 Event correlation * Verify real-time
algorithms delivery
» Message format * Test correlation
specifications accuracy
» Performance * Measure message
benchmarks latency
* Web service * Test web service
specifications calls
INT- |Asset management :jeB;’;cnh processing ;;XCehc;l;tr(:'iztﬁ;[gE
HES- |synchronization with SAP via | Svnchronizati . Verifv data
03 web services, batch yhchronization enty
procedures consistency
* Error handling * Validate error
approach recovery
» Update procedure  Execute topology
design updates
INT- Network topoloav updates from | Validation rule * Test validation rules
HES- GIS vi pology up framework * Verify update
via scheduled batch, API . .
04 » Scheduling scheduling
mechanisms + Validate data
* API specifications integrity
* Event streaming » Generate meter
architecture events
:_’;g . |Meter event forwarding to ) Ev_ent type  Test eyent
S |ADMS via event streaming configurations ~ ~ ~streaming .
05 » Routing rule definitions | Verify routing logic

* Measure throughput
rates

25.3 MDMS-specific integration services

Evidence required at FEEEHEIEE
ReqID | Requirement description q (handover) test
Offer evaluation stage
method
* Multi-supplier API
-supp - Test API
design .
* File transfer connections
INT- Billing system integration for specifications * Execute file
MDMS- |all suppliers via REST API, b transfers
. * Data format .
01 file transfer . * Verify data formats
documentation .
: * Validate error
* Error handling .
handling
procedures
Regl time sync * Test real-time sync
architecture
INT- . . . * Execute batch
CMS integration for customer |+ Batch processing
MDMS- : ) . updates
data via real-time sync, batch |design .
02 , + Verify data
» Data mapping .
mappings

specifications




Acceptance

Evidence required at (handover) test

Offer evaluation stage

ReqID | Requirement description

method
» Synchronization * Validate sync
procedures accuracy
» Execute financial
* Financial posting logic [postings
INT- * Web service » Test web service
MDMS- SAP integration for financial |specifications calls
03 posting via web services » Posting rule definitions |+ Verify posting
* Reconciliation accuracy
procedures  Validate
reconciliation
* Service point validation . .
logic . 'I'Igdstt.serwce point
validation
INT- | | . " REST AP « Execute API calls
GIS integration for service specifications .
MDMS- ) 2 . ) * Verify error
point validation via REST API | Error handling .
04 handling
procedures . Revi lidati
+ Validation rule enlew validation
framework resutts
File format exchange fies
specifications . Test fgrmat
INT- Market operator data * Exchange schedule comoliance
MDMS- |exchange via standardized file|design . Veﬁf exchange
05 formats « Validation procedures sche dﬁ"n 9
* Error recovery . Validat 9
mechanisms alaate error
handling

26. TESTING SERVICES

26.1 System testing requirements

Evidence required at Acceptance

Requirement description Offer evaluation (handover) test
stage method
* Test case design * Execute functional
methodology test cases
Functional Testing - All system : Requwe_zments , * Verify requirement
TST- . . . traceability matrix coverage
functions per requirements with .
01 o . * Test coverage * Review test results
100% requirement coverage .
approach * Validate
* Functional test functionality
procedures completeness
, , * Integration test * Test all system
TST- !ntegratlon Testing - All sysftem strategy interfaces
interfaces and data flows with )
02 N * Interface test * Validate data
successful data exchange validation e e
specifications exchange




Evidence required at Acceptance
Requirement description Offer evaluation (handover) test
stage method
* Data flow validation |» Verify data
approach integrity
* End-to-end test * Confirm interface
scenarios functionality
 Performance test * Execute load tests
methodology
> * Run stress test
, * Load testing :
Performance Testing - Load, stress, , scenarios
TST- ” : scenarios . -
and scalability testing to meet all o * Verify scalability
03 . * Scalability test o
NFR performance metrics aooroach limits
PP . Validate NFR
» Performance comoliance
benchmarks P
* Security test * Run vulnerability
methodology scans
Security Testing - Vulnerabilit * Vulnerability scan - Execute
TST- y 9 . Yo approach penetration tests
assessment, penetration testing with , . .
04 " o * Penetration test * Review security
no critical vulnerabilities .
scope findings
* Remediation * Verify remediation
procedures completion

TST-
05

Disaster Recovery Testing - Failover,
backup, and recovery procedures to
achieve RTO/RPO targets

* DR test scenarios

* Failover procedures
* Recovery test
methodology

* RTO/RPO
measurement
approach

» Execute failover
tests

* Test backup
procedures

* Verify recovery
processes

* Measure
RTO/RPO
achievement

TST-
06

Regression Testing - System stability
after changes with no functionality
degradation

* Regression test
strategy

* Test suite
maintenance
approach

* Automation
framework

» Change impact

analysis

* Run regression
test suite

* Verify system
stability

* Test functionality
preservation

« Validate change

impacts

26.2 HES-specific testing services

Evidence required
at Offer
evaluation stage

« Communication
test procedures

* Protocol test
specifications

Acceptance
(handover) test
method

*» Test individual meter
reads

* Execute group
commands




Evidence required Acceptance

Requirement description at Offer (handover) test
evaluation stage method
retry mechanisms, Multiple protocol [+ Retry logic * Verify retry
testing documentation mechanisms
» Success criteria |+ Validate protocol
definitions support
« Command test |* Execute on-demand
scenarios reads
TST- Command execution testing - On- |+ Execution » Test
HES- demand reads, Remote validation approach|disconnect/reconnect
02 disconnect/reconnect, Firmware » Firmware update |» Verify firmware
updates, Configuration changes procedures updates
» Configuration test | Validate configuration
methods changes
 Load distribution |, Test load distribution
strategy :
. . . » Execute failover
Load balancing testing - * Failover test :
TST- . e scenarios
Communication load distribution, procedures .
HES- Fai . * Verify peak load
03 ailover scenarios, Peak load * Peak load test handling
handling scenarios
* Measure performance
» Performance .
. impact
metrics
* Event test
scenarios » Generate test events
TST- [Event processing testing - Real-time ) Pr!orltlzatlon logic - Verify gvgqt capture
U testing * Test prioritization
HES- |event capture, Event prioritization, . )
04 Alert generation * Alert generation |logic
9 procedures * Validate alert
* Real-time generation
validation approach
* Import test
E)E()):’Z\d%rerﬁat * Test CSV imports
TST- |Manual data import testing - specifications » Test XML imports
HES- |CSV/XML import, Data validation, pecitica * Verify data validation
. « Validation rule .
05 Error handling : + Validate error
testing :
. handling
* Error scenario
coverage

26.3 MDMS-specific testing services

Evidence required Acceptance

Req ID Requirement description at Offer evaluation (handover) test
stage method
« VEE test * Execute
TST-  |VEE testing - Validation rule methodology validation rules
MDMS- |execution, Estimation algorithms, |+ Rule test scenarios algi?itt?rsn;ma 'on
01 Exception handling * Algorithm validation |/ Verif "
approach erify exception
handling




Evidence required Acceptance
Requirement description at Offer evaluation (handover) test
stage method
* Exception test * Validate VEE
cases accuracy
" Billing test * Test data exports
procedures o
 Execute billing
e . . » Export format
TST- Billing integration testing - Data validation cycles
MDMS- |export formats, Billing cycle « Cvcle processin * Verify exception
02 processing, Exception reporting tes%/s P 9 reports
, * Validate format
» Exception report )
) compliance
testing
* Test consumption
» Aggregation test calculations
scenarios * Verify loss
. . * Calculation calculations
TST- Data aggregation testing - validation methods |+ Execute
MDMS- |Consumption calculations, Loss | Settlement test settlement
03 calculations, Settlement processing i
procedures processing
» Accuracy * Validate
verification approach |aggregation
accuracy
* Report test catalog |+ Generate
* Custom report standard reports
TST- Report generation testing - procedures * Test custom
MDMS- |Standard reports, Custom reports, |* Schedule test reports
04 Scheduled distribution scenarios * Verify scheduling
* Distribution * Validate
validation distribution
* Archival test » Execute archival
methodology procedures
TST- Data archival testing - Archive * Retrieval test * Test data retrieval
. procedures * Measure
MDMS- |procedures, Data retrieval,
. * Performance test  [performance
05 Performance impact :
approach impact
+ Data integrity * Verify data
validation integrity

26.4 User acceptance testing (UAT) requirements

Requirement description

Evidence required
at Offer evaluation

Acceptance
(handover) test

Report Generation - User-defined
reports with arithmetic operations,
Mathematical functions, Data filtering
and sorting, Export capabilities

stage
* UAT test scenarios
* Report generation
guide
* Function
documentation
* Business user
criteria

method

* Create custom
reports

» Test mathematical
functions

* Verify
filtering/sorting




Evidence required Acceptance
Requirement description at Offer evaluation| (handover) test
stage method
* Validate export
functions
» Automation test » Configure report
cases schedules
Automated Reporting - Schedule * Configuration ) T?St format
UAT- : ) . . |procedures options
configuration, Format selection, Email e . .
02 D . * Distribution test * Verify email
distribution, Recipient management PR
approach distribution
» Operations team | Validate recipient
criteria management
+ Validation test » Execute
scenarios plausibility checks
Data Validation - Plausibility checks, | reshold - Test threshold
UAT- Y . configuration guide |monitoring
Threshold monitoring, Exception : . . :
03 | P ; * Exception handling |* Verify exception
identification, Alert generation .
tests detection
+ Data analyst + Validate alert
criteria generation
* Alert test * Test missing data
procedures alerts
Alert Management - Missing data + Configuration * Verify threshold
UAT- o .
04 alerts, Threshold violations, documentation alerts
Consumption anomalies, System alerts |+ Anomaly detection |+ Validate anomaly
tests detection
» Operations criteria |» Test system alerts
) Event. test * Verify event
scenarios
+ Categorization capture
Event Management - Meter event * Test
UAT- o procedures o
capture, Event categorization, Alarm . . __|categorization
05 . . * Alarm configuration :
generation, Event reporting uide * Validate alarm
9 , generation
* Technical team
Y *» Test event reports
criteria
* Monitoring test ) Te$t c_onnectlon
monitoring
cases :
» Verify status
. , « Status check .
System Monitoring - Connection loss displays
UAT- . . procedures .
detection, Communication status, * Validate
06 o * Performance
Performance monitoring, Health checks criteria performance
< IT team metrics
requirements * Test health
g checks
Tl
Backup and Recovery - Configuration configuration
UAT- . * Recovery test
07 backup, Database archival, Recovery scenarios backup

procedures, Data integrity

* Integrity check

methods

» Test database
archival




Requirement description

Evidence required
at Offer evaluation
stage

* |T team criteria

Acceptance
(handover) test
method
* Verify recovery
procedures
* Validate data
integrity

UAT-
08

Time Synchronization - System time
accuracy, Meter time sync, Daylight
saving handling, Time zone
management

* Time sync test
cases

» Accuracy
requirements

* DST handling
procedures

* Operations criteria

* Verify system time
accuracy

» Test meter
synchronization

* Validate DST
transitions

» Test time zone
handling

27. TRAINING SERVICES

27.1 Training program structure

TRN-
01

Requirement description

System Administration - IT
administrators, 5 days,
Classroom + hands-on

Evidence required at

Offer evaluation stage

» System admin
curriculum

* Lab environment
specifications

* Training materials
samples

* Instructor qualifications

Acceptance
(handover) test
method

* Review training
materials

* Attend sample
session

* Test lab
environment

* Verify knowledge
transfer

* HES operations

* Review course

curriculum content
HES Operations - HES » Hands-on exercise . Test_ hands-on
TRN- catalog exercises
operators, 4 days, Classroom + . :
02 * Operator skill * Verify operator
hands-on ) .
requirements readiness
* Training effectiveness |* Validate skill
metrics acquisition
* MDMS operations ) Examlne course
. materials
curriculum » Execute practice
MDMS Operations - MDMS - Practice scenarios e p
TRN- scenarios
operators, 5 days, Classroom + |* Operator competency
03 » Test operator
hands-on framework
competency

» Assessment

methodology

* Verify operational

readiness




Requirement description

Data Analytics - Business

Evidence required at

Offer evaluation stage

* Analytics curriculum
outline
» Workshop exercise

Acceptance
(handover) test
method
* Review analytics
content
» Test workshop

TRN- analvsts. 5 davs. Classroom + descriptions exercises
04 workysho’ ys, * Analytics tool * Verify tool
P documentation proficiency
* Business case + Validate analysis
examples skills
* Integration curriculum |+ Review technical
* Technical lab content
TRN- Integration Management - specifications * Test lab exercises
05 Integration team, 3 days, * Interface * Verify integration
Technical workshop documentation skills
* Troubleshooting * Validate
scenarios troubleshooting ability
* Report development ;eSt. repto rt crle?tlon
quide eview template
_|Report Development - Report - . usage
TRN developers, 4 days, Hands-on Template I|brary_ * Verify development
06 » Workshop exercises .
workshop skills
* Development best )
. * Validate report
practices .
quality
* Review presentation
» Executive presentation |content
Executive Overview - outline  Attend demo
TRN- Management team. 1 da * Demo scenario scripts |session
07 Presegr]ﬂation + den;o y * Business value * Verify business
materials alignment

* ROI documentation

» Validate executive
readiness

27.2 HES-specific training requirements

Evidence required at Acceptance
Requirement description Offer evaluation (handover) test
stage method
* Communication » Execute protocol
training manual configuration
Communication Management - * Lab exercise * Test channel
TRN- . : N
Protocol configuration, Channel descriptions management
HES- . :
01 management, Retry mechanisms, | Protocol * Verify retry
Performance tuning documentation mechanisms
» Performance « Validate tuning
guidelines procedures
TRN- Meter Operations - Reading . - Operation guide * Test reading
procedures, Command execution, procedures
HES- |C. content
Firmware management, . __|* Execute meter
02 . « Command scenarios
Troubleshooting commands




Evidence required at Acceptance

Requirement description Offer evaluation (handover) test
stage method
* Firmware * Verify firmware
procedures operations
* Troubleshooting * Validate
flowcharts troubleshooting
skills
« Event catalog » Configure test
) events
documentation . Test alert
TRN- [Event Handling - Event * Alert configuration
, : . management
HES- |configuration, Alert management, guide : .
; . , * Verify escalation
03 Escalation procedures, Reporting * Escalation flow
procedures + Validate reporting
* Report templates o
capability

» Execute backup
* Maintenance manualjprocedures

TRN- System Maintenance - Backup outline * Test performance
HES- procedures, Performance * Checklist templates |monitoring
04 monitoring, Log management, * Monitoring * Verify log
Updates procedures management
» Update guidelines |» Validate update
processes

27.3 MDMS-specific training requirements

Evidence required Acceptance
Req ID Requirement description at Offer evaluation (handover) test
stage method
» Data management |+ Configure VEE
guide outline rules
TRN- Data Management - VEE * VEE configuration | Test quality
MDMS- configuration, Data quality examples monitoring
01 monitoring, Exception handling, * Quality metrics * Handle test
Manual corrections documentation exceptions
* Correction * Execute manual
procedures corrections
* Billing procedures * Execute billing
cycles
manual * Test rate
TRN- Billing Operations - Billing cycles, |* Rate configuration L
o h ) applications
MDMS- |Rate application, Exception guide P
. o . .__|* Process
02 processing, Reconciliation * Exception scenarios .
e exceptions
* Reconciliation
* Perform
templates o
reconciliation
* Analytics guide * Create sample
TRN- Analytics and Reporting - Report  [content reports
MDMS- [creation, Dashboard configuration, |+ Report templates |+ Configure
03 Analytics tools, Data export * Dashboard dashboards
examples * Use analytics tools




Req ID

Requirement description

Evidence required
at Offer evaluation
stage

Acceptance
(handover) test
method

* Export procedures |» Test data exports
, * Monitor test
* Integration manual |
. interfaces
outline * Handle integration
Integration Management - * Interface 9
TRN- o e errors
Interface monitoring, Error specifications
MDMS- : . ) * Test data
handling, Data synchronization, * Error handling .
04 . synchronization
Troubleshooting procedures  Verif
* Sync validation y .
troubleshooting
methods .
skills
Data ma.nagement « Configure
guide outline
Balances groups
* Balances * Test qualit
TRN- Balances and statistics: balance |configuration >t quality
. . monitoring
MDMS- [reports generating, automatic and |examples
. ! . * Handle test
05 manual balance calculations * Quality metrics .
. exceptions
documentation
: » Execute manual
« Correction :
corrections
procedures

28. DOCUMENTATION SERVICES

28.1 Technical documentation requirements

Requirement description

System Architecture - Component

Evidence required
at Offer evaluation
stage

* Architecture
document template
* Diagramming

Acceptance
(handover) test
method
* Review
architecture
completeness
* Verify diagram

+ Verification checklist
samples

DOC- [diagrams, Data flows, Integration .stgggjrri?s accuracy
01 points, Security architecture (PDF, y * Validate
o documentation . :
Visio, HTML) a0broach integration
bp . documentation
» Sample architecture .
» Check security
documents
coverage
) In§tallat|on guide * Test installation
outline
. . - * Procedure procgdures -
Installation Guide - Prerequisites, . * Verify prerequisite
documentation
DOC- [Step-by-step procedures, standards accuracy
02 Configuration, Verification (PDF, : . * Validate
» Configuration . .
HTML) configuration steps
templates

» Execute
verification process




Requirement description

Evidence required
at Offer evaluation

Acceptance
(handover) test

stage method
* APl documentation
framework * Review endpoint
* OpenAPI coverage
DOC- AP| Documentation - Endpoint specification » Test APl examples
03 descriptions, Parameters, Examples, [approach o Vernfy parameter
Error codes (OpenAPI, HTML) » Example generation [descriptions
methodology + Validate error code
* Error code catalog |documentation
template
* Database * Verify table
documentation documentation
approach * Review
DOC- Database Schema - Table structures, |* Schema generation |relationship
04 Relationships, .Indexes, Procedures [tools . _ dlagram§
(PDF, SQL scripts) * Relationship » Check index
mapping standards |documentation
* Script « Validate procedure
documentation format|descriptions
* Security guide * Review security
template control coverage
+ Control * Verify best
DOC- Security Guide - Security controls, documentation practices
05 Best practices, Incident response, standards * Test incident
Audit procedures (PDF, encrypted) | Incident response |procedures
templates * Validate
* Encryption encryption
methodology implementation

28.2 Operational documentation requirements

Requirement description

Evidence required at

Offer evaluation

Acceptance
(handover) test

stage method
* User manual * Review manual
templates completeness
User Manuals - Function * Translation » Verify translation
DOC- [descriptions, Step-by-step methodology quality
06 procedures, Screenshots, FAQs (RO,|» Screenshot » Check screenshot
EN) standards clarity
* FAQ compilation « Validate FAQ
approach relevance
* Operations guide * Test daily
. . , structure proce_dures .
Operations Guide - Daily procedures, * Verify monitoring
DOC- o . * Procedure
Monitoring tasks, Troubleshooting, . coverage
07 . documentation format :
Escalation (RO, EN) . + Validate
* Troubleshooting ,
troubleshooting
framework
steps




Requirement description

Evidence required at

Offer evaluation

Acceptance
(handover) test

stage method
* Bilingual » Check escalation
documentation accuracy
approach
* Review
» Admin guide outline |configuration
Administration Guide - System ) Conflgurat!on coverage
: : documentation * Test user
DOC- [configuration, User management,
* User management |management steps
08 Backup procedures, Performance .
. procedures * Verify backup
tuning (RO, EN)
* Performance procedures
guidelines + Validate tuning
guidelines
* Reference card * Review task
templates selection
Quick Reference Cards - Common | Task prioritization  |» Verify shortcut
DOC- tasks, Shortcuts, Emergency approach accuracy
09 procedures, Contact information (RO, Emergency » Test emergency
EN) procedure format procedures
 Layout design + Validate contact
samples information
* Training material Revi
* Review
framework .
. presentation
» Exercise
- . . content
Training Materials - Presentations, |development .
DOC- . . * Test lab exercises
Lab exercises, Case studies, approach
10 * Evaluate case
Assessments (RO, EN) * Case study studies
methodology .
* Verify assessment
* Assessment .
effectiveness
templates

28.3 Maintenance documentation

» Change categorization

Evidence required at FEEEHETIEE
Requirement description . (handover) test
Offer evaluation stage
method
* Baseline * Review baseline
documentation accuracy
) . . approach * Verify version
Doc. [Configuration Baseline - Updated |\, o .o irol control
after each change by
11 methodology * Test update
\Vendor/Contractor :
» Change tracking procedures
procedures + Validate change
» Update workflow tracking
» Change log format * Test change
DOC- |Change Log - Real-time updates |- Real-time update logging
12 by Vendor/Contractor mechanism * Verify real-time

updates




Acceptance

Evidence required at (handover) test

Offer evaluation stage

Requirement description

method
* Notification * Review
procedures categorization
* Validate
notifications
* Issue tracking * Review issue
methodology documentation
DOC- [Known Issues List - Weekly ;);/g/:eecli(tljy;:spdate ]:r;/gl:g]gﬁdate
13 updates by Vendor/Support team | Categorization * Test categorization
framework * Check resolution
* Resolution tracking  [tracking
* Report template * Review report
design templates
DOC- [Performance Reports - Monthly * Performance metrics |* Verify metric
14 updates by Operations team catalog coverage
* Analysis methodology |+ Test report
* Distribution generation
procedures * Validate distribution
* Review report
* Incident report format
template * Test incident
DOC- [Incident Reports - Per occurrence |» Severity classification [documentation
15 updates by Support team * Root cause * Verify classification
documentation system
* Resolution procedures|s Validate resolution
tracking

29. CONTRACT MANAGEMENT SERVICES

29.1 Contract management requirements

Evidence required at Acceptance

Requirement description Offer evaluation (handover) test
stage method
* Project planning * Review project
methodology plan completeness
Contract Planning - Project plan, * WBS template and - Verify WBS
PM- . . approach structure
WBS, Resource plan, Risk register . :
01 * Resource allocation |+ Validate resource
(Once, updated monthly) B .
ramework allocations
* Risk management |+ Test risk tracking
procedures mechanisms
. * Reporting template |» Review weekly
Progress Reporting - Status reports,
PM- | . : samples report format
Milestone tracking, Issue log, Change |, ,. . :
02 * Milestone tracking |+ Test milestone
requests (Weekly) :
tools tracking system




Requirement description

Evidence required at
Offer evaluation
stage
* Issue management

procedures
» Change control
process

Acceptance
(handover) test
method
« Verify issue log
functionality
* Validate change
request workflow

PM-
03

Quality Management - Quality plan,
Test reports, Review records,
Compliance matrix (Per milestone)

* Quality management
framework

* Test reporting
templates

* Review procedure
documentation

» Compliance tracking
methodology

* Examine quality
plan structure

* Review test report
samples

* Verify review
processes

» Test compliance
tracking

« Communication plan
template

* Review
communication plan

Stakeholder Management - ;nl\élremzt"e]?nent » Test meeting
PM- |Communication plan, Meeting rocegures documentation
04 |minutes, Decision log, Feedback b - . » Verify decision
* Decision tracking
tracking (Ongoing) logging
methodology * Validate feedback
* Feedback collection hani
approach mechanisms
- Knowledge transfer | Revi .
methodology | eview transition
* Skills assessment E)\ira]rif skills matrix
PM- Knowledge Transfer - Transition plan, framework coveray o
Skills matrix, Handover documents, [+ Handover 9
05 . » Test handover
Lessons learned (End of contract) documentation |
templates comp eteness
. Lessons learned » Validate lessons
procedures learned process

30. SUPPORT AND MAINTENANCE SERVICES

30.1 Post-implementation support

Req
ID

01

SUP-

Requirement description

Critical (P1) - 30 minutes response,
4 hours resolution, 24x7 coverage

Evidence required at
Offer evaluation stage

* P1 incident
procedures

* 24x7 support team
structure

* Escalation matrix
* Historical P1
performance data

Acceptance
(handover) test
method
» Simulate P1
incident
* Measure response
time
* Verify resolution
timeframe
» Test 24x7
availability




Acceptance

Evidence required at (handover) test

Offer evaluation stage

Requirement description

method
* P2 incident . Simulate P2
procedures e
incident
» Support team «M
. capabilities 'Measure response
SUP- |High (P2) - 2 hours response, 8 . time
. * Resolution . .
02  |hours resolution, 24x7 coverage * Verify resolution
methodology [0CEsS
* Service-level proce
. * Validate 24x7
requirements subport
compliance history PP
* P3 support * Create P3 test
procedures ticket
. * Business hours * Verify response
SUP- Medium (P3) - 4 hours response, 2 definition time
business days resolution, Business . .
03 h * Ticket management | Test resolution
ours coverage
system workflow
* Resolution tracking  |* Validate business
approach hours support
* P4 handling » Submit P4 request
procedures M
g e * Measure response
* Priority classification |,.
Low (P4) - 8 hours response, 5 o time
SUP- : , ) criteria .
business days resolution, Business * Track resolution
04 h * Queue management
ours coverage progress
approach * Verify support
» Service desk
o coverage
capabilities

30.2 Maintenance services

Req Evidence required at BN
Requirement description . (handover) test
ID Offer evaluation stage
method
. * Review
* Preventive )
. . maintenance
maintenance checklist .
checklist
. . * Health check
Preventive Maintenance - * Execute health
MNT- procedures
System health checks, Y checks
01 o * Optimization . N
optimization (Monthly) * Verify optimization
methodology
. procedures
* Maintenance schedule :
+ Validate monthly
template .
scheduling
* Test bug reporting
* Bug tracking process
procedures * Verify patch
MNT- (Corrective Maintenance - Bug « Patch management  |deployment
02 fixes, patches (As required) process * Review testing
* Testing methodology |procedures
* Release procedures |+ Validate fix
effectiveness




MNT-
03

Requirement description

Adaptive Maintenance - Updates
for new requirements (Quarterly)

Evidence required at
Offer evaluation stage

» Change management
process

* Requirement analysis
approach

» Update planning
methodology

* Quarterly review
procedures

Acceptance
(handover) test
method

* Review change
procedures

* Test requirement
handling

« Verify update
process

* Validate quarterly
cycles

» Performance analysis

* Test performance

analysis
tools * Review tuning
Performance Tuning - * Tuning methodology
MNT- T . . . . procedures
Optimization, capacity planning |+ Capacity planning ; .
04 * Verify capacity
(Quarterly) approach lannin
* Optimization pianning
* Validate quarterly
procedures ;
execution
* Security update * Test security patch
procedures process
* Vulnerability * Verify vulnerability
MNT- (Security Updates - Patches, assessment process handling
05 vulnerability fixes (As released) |+ Patch testing * Review testing
methodology procedures
* Emergency response |» Validate rapid
plan deployment
Note:

Beneficiary endorsement is needed for maintenance services

Bidders shall submit along with their proposal, the Declaration (free-form
statement) on one's own responsibility confirming that the proposed HES+MDM
software release version, including all national customizations, will remain
supported and not reach End of Support (EOS) or End of Life (EOL) for a minimum
period of five (5) years (60 months) following the comissioning of the solution on
the Beneficiary’s production environment. The declaration shall also confirm the
availability of support and maintenance services from the Vendor throughout this
period under the same general terms..



31. SUPPORT LEVEL DEFINITIONS AND USE CASES FOR
HES/MDMS

31.1 CRITICAL (P1) - SYSTEM DOWN OR MAJOR FUNCTIONALITY LOSS

Definition:

Critical issues that cause complete system failure, major data loss risk, or impact more than 30%
of meters/users, requiring immediate intervention to prevent significant business disruption.

Response: 30 minutes | Resolution: 4 hours | Coverage: 24x7

Specific P1 Scenarios for HES

Scenario

Complete HES

Description

Entire HES platform is

Business Impact

No meter communication

Example

System crash,

Failure down possible database corruption
Mass o
.. >30% of meters Unable to collect Head-end system
Communication : .
Loss unreachable consumption data failure

Data Collection

No new meter

Billing cycle at risk

Collection engine

Stopped readings processed failure
Command Cannot send any No remote operations | Command processor
Execution Failure | commands to meters possible down
(e . . Data
Critical Security | Active cyber attack or intearitv/confidentiality at Ransomware,
Breach data breach grity risk y unauthorized access

Database Failure

Primary database

Complete data

Database server

inaccessible unavailability crash
Specific P1 Scenarios for MDMS
Scenario Description Business Impact Example
MDMS Core Complete MDMS platform No data processing Application
Failure down possible server crash
VEE I_Engme Validation/Estimation stopped| Invalid data for billing VEE service
Failure failure
Billing Export I - Integration
Failure Cannot generate billing files Billing cycle blocked breakdown
Data Corruption Wldespre_ad data integrity Incorrect billing risk Databa_se
issues corruption
Integration All external interfaces failed No data exchange with | Integration layer
Platform Down other systems crash




Scenario

Settlement System
Failure

Description

Energy settlement
calculations stopped

Business Impact

Financial reconciliation

blocked

Example

Settlement
engine down

P1 Escalation Path:

1. 0-15 min: First-line support acknowledgment

> 0N

15-30 min: Senior engineer engaged, vendor contacted
30-60 min: Crisis team assembled, war room activated

1-4 hours: Root cause identified, fix implemented, testing completed

31.2 HIGH (P2) - SIGNIFICANT FUNCTIONALITY DEGRADATION

Definition:

Issues causing substantial system degradation affecting 10-30% of meters/users or critical

business processes, but with workarounds available.

Response: 2 hours | Resolution: 8 hours | Coverage: 24x7

Specific P2 Scenarios for HES

Scenario Description Business Impact Example
Regional One region/concentrator 10-30% meters Regional network
Communication Loss down affected failure
Slow Performance System response >10x . .Qperatlons Resourge
normal significantly delayed exhaustion
Scheduled Reading Automatic readings not | Manual intervention Scheduler
Failure executing required malfunction

Firmware Update
Issues

Cannot deploy firmware
updates

Meter updates
blocked

Update service
failure

Partial Command
Failure

Some command types
failing

Limited operational
capability

Specific protocol
issues

Event Processing

Events queued >1 hour

Delayed outage

Event processor

Delays detection overload
Specific P2 Scenarios for MDMS
Scenario Description Business Impact Example

Report Generation
Failure

Cannot produce critical
reports

Management visibility
lost

Reporting engine
down

Single Integration
Failure

One external system
disconnected

Manual data transfer
needed

SAP interface down

VEE Rule Failures

Specific validation rules
failing

Data quality issues

Rule engine errors




Scenario

Performance
Degradation

Description

Processing time >3x
normal

Business Impact

Delayed data
availability

Database performance

Example

issues

Portal Unavailable

Customer/User portal
down

No self-service
access

Web server failure

Partial Data Loss

One day's data missing

Gap in consumption
history

Import failure

P2 escalation path:

1. 0-1 hour: Support team diagnosis

2
3.
4

. 4-8 hours: Fix tested and deployed

1-2 hours: Specialist engaged, workaround implemented

2-4 hours: Root cause analysis, fix development

31.3 MEDIUM (P3) - MODERATE FUNCTIONALITY ISSUES

Definition:

Issues affecting less than 10% of meters/users or non-critical functionality with minimal business
impact and acceptable workarounds.

Response: 4 hours | Resolution: 2 business days | Coverage: Business hours

Specific P3 Scenarios for HES

Scenario

Individual Meter
Issues

Description

Specific meters not
responding

Business Impact

<10% meters affected

Example

Device-specific
problems

Non-critical Feature
Failure

Optional features
unavailable

Minor inconvenience

Advanced analytics
down

Ul/Dashboard Issues

Display problems, not
data loss

User experience
degraded

Visualization errors

Report Formatting
Issues

Reports generated
incorrectly

Manual correction
needed

Template problems

Minor Integration
Delays

Slight delays in data sync

Non-critical data lag

Queue processing
slow

Configuration Issues

Cannot modify settings

Changes delayed

Config service issues

Specific P3 Scenarios for MDMS

Scenario

Description

Business Impact

Example

Non-critical Report
Issues

Optional reports
unavailable

Alternative reports
available

Custom report
failure




Scenario

Data Quality
Warnings

Description

Minor validation issues

Business Impact

Manual review required

Example

Edge case
validations

User Access
Problems

Individual users cannot
login

Specific user impact

Authentication
issues

Export Format Issues

File format problems

Manual conversion

Export template

needed error
Historical Data Slow archive data : Archive
. Delayed analysis
Queries access performance
Dashboard Widget Specific widgets not Partial dashboard Widget
Failure loading functionality configuration

P3 resolution process:

1. Day 1 AM: Issue

2
3.
4

logged and prioritized

Day 2 AM: Fix developed and tested
Day 2 PM: Fix deployed to production

Day 1 PM: Initial investigation, workaround documented

31.4 LOW (P4) - MINOR ISSUES OR ENHANCEMENTS

Definition:

Minor issues with negligible business impact, cosmetic problems, or enhancement requests that
don't affect system operations.

Response: 8 hours | Resolution: 5 business days | Coverage: Business hours

Specific P4 Scenarios for HES

Scenario

Cosmetic Ul Issues

Description

Display alignment, colors

Business Impact

No functional impact

Example

CSS styling issues

Documentation

Missing/unclear

User questions

User guide updates

Requests documentation
Feature Requests | New functionality desired Enhancement Additional report
opportunity types
. . Log management Logging level
Log Verbosity Too many/few log entries overhead adjustment

Performance Tuning

Non-critical optimization

Slight improvement
possible

Query optimization

Training Requests

Additional training needed

Knowledge gaps

Refresher training

Specific P4 Scenarios for MDMS



Scenario

Report
Enhancements

Description

Additional report fields

Business Impact

Nice-to-have features

Example

Column additions

Ul Preferences

User interface
preferences

Personal customization

Theme changes

Data Export Options

New export formats
requested

Alternative available

Additional file
formats

Notification
Preferences

Email notification
adjustments

Communication
preferences

Alert frequency

Help Text Updates

Tooltip improvements

Clarity enhancement

Context help
updates

Archive Requests

Old data retrieval

Historical analysis

Data >2 years old

P4 handling process

1. Within 8 hours: Acknowledgment and initial assessment

Day 1-2: Prioritization and planning

2
3. Day 3-4: Development/configuration (if approved)
4

Day 5: Testing and deployment (if applicable)

31.5 SUPPORT LEVEL DETERMINATION GUIDELINES

Quick decision matrix:

Impact

System Down

Urgency

Affected Scope

Immediate| >30% meters/users

P1 - Critical

Support Level

Major Feature Loss

Hours

10-30% meters/users

P2 - High

Feature Degraded

Days

<10% meters/users

P3 - Medium

No Operation Impact

Weeks

Individual users

P4 - Low

Factors for classification:

1. Business impact assessment

e Revenue impact: Direct effect on billing/collection

e Customer impact: Number of affected customers

e Regulatory impact: Compliance violations risk

e Operational impact: Effect on daily operations

2. Technical severity

o Data integrity: Risk of data loss/corruption

o System availability: Percentage of system affected




e Security risk: Vulnerability exposure level
e Recovery complexity: Effort required to restore
3. Examples of classification scenarios
1. "Cannot read 50 meters in one building"
o Impact: <1% of total meters
o Workaround: Manual reading possible
o Classification: P3 - Medium
2. "Billing export failed for monthly cycle"
o Impact: Entire billing process blocked
o No workaround for deadline
o Classification: P1 - Critical
3. "Dashboard loading slowly"
o Impact: User inconvenience
o Data still accessible via reports
o Classification: P4 - Low
4. "Cannot remotely disconnect meters"
o Impact: Critical operation unavailable
o Safety and revenue implications

o Classification: P2 - High

31.6 SUPPORT PROCESS WORKFLOWS

P1 Critical response workflow:

Detection — Alert (automated/manual) — Support acknowledgment (15 min)
— Initial assessment (30 min) — Vendor escalation — War room setup
— Root cause analysis — Fix development — Testing — Deployment
— Monitoring (24 hrs) — RCA report — Process improvement

P2 High priority workflow

Issue reported — Ticket created — Assignment (30 min)

— Investigation (2 hrs) — Workaround provided — Fix planning

— Development — Testing — Scheduled deployment — Verification
P3 Medium priority workflow

Issue logged — Daily review — Assignment — Investigation

— Solution design — Customer communication — Implementation



— Testing — Deployment — Closure

P4 Low priority workflow

Request submitted — Weekly review — Prioritization

— Approval decision — Planning — Implementation (if approved)

— Documentation update — Closure

31.7 SUPPORT METRICS AND KPlIs

Key performance indicators:
Metric

First Response

P1 Target

95% < 30 min|90% < 2 hrs

P2 Target

P3 Target
85% <4 hrs

P4 Target
80% < 8 hrs

Resolution Rate

90% < 4 hrs |85% < 8 hrs

80% < 2 days

75% < 5 days

Customer Satisfaction >95% >90% >85% >80%
Escalation Rate <10% <15% <20% <25%
Root Cause Provided 100% 100% 90% As needed

Monthly reporting requirements:

e Incident volume by priority

e Resolution time performance

e Top 5 incident categories

e Trend analysis

32. Annex no. 1.1. - BPMNs LOT 1 HES/MDM PED



